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What is Software Security

programmers design and implement secure applications.

)

B Secure applications are programs that do not break from their intended purpose or
" N

implement measures so that they don't inadvertently reveal any syster

information that may-'be useful for an attacker.




m A software vulnerability is a security flaw in an application that cah-..,x pe used to do

malicious things to the application or the computer the applicatior & running on.

What's a Software Vulnerability?

m These vulnerabilities occur when an applications behaves in an\&Qi ntended way.

Q CREST




Malformed Inputs

m A malformed input can occur when a user enters an input into an apl|cat|on tf;
the application doesn't know how to handle. :

m Attackers can leverage malformed inputs to inject a malicious inp

ina system
to perform some unknown activity.

Sign in

Email

test@example.com' OR 1= 1 --

Password

m v’ Stay signed in



Malformed Input Attacks

B The most well know injection attacks are SQL injections and command Injections.

SQL Injection

Http://teachers.com? SELECT * FROM teachers
teacherld=117 or 1=1;-- WHERE teacherld=117 or 1=1;

Attacker Web APl Server

Data for all teachers Return data for
is returned to the attacker all teachers




] i

Malformed Input Solutions ‘

m The ways of preventing malformed inputs from posing a<h:
o Input sanitization
o Input validation

Sanitization and Validation

@ v

Data Sanitization Input Validation
Applied to data to make it safe in a Checks to ensure input data are exactly
specific context. what they should be

\\/



Input Sanitization

B |nputis sanitized by modifying or removing any disallowed charac
iInput.

B Anexampleisadding a ¢ if there is only one in the text of changing &

After undergoing sanitization, the data is checked with input validagion to confirm

the validity.

HI, THIS 1S OH, DEAR — DID HE | DID YOU REALLY WELL WEVE LOST THIS
YOUR SONS SCHOOL. | BREAK SOMETHING? |  NAME YOUR SON YEAR'S STUDENT RECERDS.

VERE HAVNG SOTE | oy ) Robert); DROP I HOPE YOURE HAPPY.
COMPUTER TROUBLE. ' TRELE Studerts;-~ 7 !

WE CALL HIM. DATABASE INP(TS,

s
R > AND T H(FE
, ~OH.YES, UTTE < YOUVE LEARNED
' TET? m BOBRY TABLES, ¢ TOSANMIZE YOUR
J | i

|



Input validation
M |nput validation is the process of confirming the data is correct.
m |nputis well formed if it meets a set of criteria.

M |t test for things such as:
o Length
o Formatting
o Allowed characters

Entity ID

Us 512

The Entity ID must be of format: "[A-Z]-[0-9]".
E.g., "US-512"
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m Misconfigured systems are a common driver of vulnerabitlities to anjorganization.

System Misconfiguration

B Some common system misconfigurations are:
o Leaking server-side information

o Default credentials

o Setuid binaries ,

o Services running with elevated privileges=/\
o - Access controls 7

o Systems left in demo/testing mode

of L. Several more




Default Credentials

m Default credentials preconfigured on hardware devices or software ap.pl,i__ca-ti'oh
by manufacturers or vendors are often left unchanged by usersor |
administrators, creating a security vulnerability.

m Finding default credentials is as easy as searching “[SOFTWARE] dfault
password”.

pfsense default credentials

Reddit Perspectives Not working 2021 Videos Images Shopping Ssh : fusers = Get-ADUser -Filter =*

$password = ConvertTo-SecureString “"charliekirk” -AsPlainText -Force

forEac h_qu ser in Susers) { l v

. . . $user | Set-ADAccountPassword -NewPassword $password
By convention, each time you create a new instance of pfSense, the .

admin user is being created with default credentials: Username: admin,
Password: pfsense.




Some information that needs to be kept secure is:
o Operating systems.

o System/Software version NUMDEr. Rt

o Relevant paths. N
Why is leaking this information bad?

moved, had its na

me changed, or is temporarily unavailable.




information for a user. .
B Hereis an example of a hardened IIS server.

B 1| (3 404 - File or directory n X [FHE R

= O ™ @ www.g .com

Server Error

404 - File or directory not found.

The resource you are looking for might have been removed, had its name changed, or is temporarily unavailable.




Setuid Binaries

Setuid binaries only exist on Linux machines these types
to run the file with the permissions of the owner.

O

If root is the owner, then when running the file it will run witr

These files can allow an unprivileged user to do more than they a
allowedtodo. .

An attacker could target these files and calate their privile

-rwsr-xr-x 1 root root 88304 Feb 7 20820 gpasswd

-rwxr-xr-x 1 root root 255288 Oct 2 18:11 grub-mkpasswd-pbkdf2
-rwxr-xr-x 1 root root 4237624 Apr 6 2822 keepassxc

-rwxr-xr-x 1 root root 4389176 Apr 6 20822 keepassxc-cli

-rwxr-xr-x 1 root root 30984 Apr 6 20822 keepassXC-proxy

-rwxr-xr-x 1 root root 587 “Jun 13 © 2021 mdSpass

-rwxr-xr-x 1 root root 27080 Jun 6 2821 mkpasswd

-FWSTr-%Xr-x 1 root root 63960 Feb 7 2020 passwd

-rwWXr-xr-x 1 root root 594 Jun 13 2671 shalpass

-rwxr-xr-x 1 root root 39072 Aug 9 2822 smbpasswd

lrwxrwxrwx 1 root root 29 Apr 2 20822 ssh-askpass - /etc/alternatives/ssh-askpass
-rwxr-xr-x 1 root root 18440 Feb 3 2821 sshpass

-rwxr-xr-x 1 root root 14672 Jul 23 20821 systemd-ask-password
-rwxr-xr-x 1 root root 30944 Jul 23 20821 systemd-tty-ask-password-agent
-rwxr-xr-x 1 root root 80048 Feb 25 2021 wpa_passphrase

vasu@@nostradamus:./bin
I \ \F7



Demo/Testing Mode | ‘7

m \Vhen a new update is going to be rolled out to an applications developers wiill
test the updates on the application first.

B These demo/test modes normally aren’t configured to have ever\/ Spcurity
measure implemented leaving them vulnerable to multiple attacks they are
not properly disposed of after testing. /

B An attacker could find one of these test environments and pivot offit to get
deeper into a network or escalate their privileges.

uésu@naarradavua:~;DGLUMenta;PrDject5;ﬁIErautﬁpyhécke
$ python ta.py

* Serving Flask app 'ta‘

* Debug mode: off

* Running on http://127.0.0.1:5000
Press CTRL+C to quit




Access Controls - ‘ ,, ‘

intended permissions.

m Only the authorized users should be allowed to see/use i“@

need to complete their work. ]
m \/iolation of the principle of least privilege or deny by default, whe & :

should only be granted for particular capabilities, roles, or users, b IP»'
to anyone. - ’




Services and Executables - w

Some services will require higher levels of privileges to function proeri\f.”ff\
S {0

These services poses a major security risk, if a service needs higher privilege
function compensatory controls will need to be put in place to help protect
against an attack that originates from the service.

\\
N\

m \Vith extra controls in place the service still functions as needed, and-we reduce

the risk of the service being exploited and deallng a greater amount of damage
because of the privileges it has. | ”

/

/

Many services are remotely provisioned.

Local services often interact system level fi ﬁctionalit\/.




.

Memory Management .
v{

m Memory management refers to how software developer
‘ y

they use in their applications.

B Poor memory management can lead to:
o Buffer overﬂ?vvs

o Memory leaks




Memory Management Mitigations v
M To prevent buffer overflows ‘/
i

o Stack smashing tools
Canary values

Safe system and libraries ca
Specifying data lengths
Address randomization
Complier time

Error trapping/code hygiene

/]
\7/

O @ O O O O



Memory Management mitigation

B To prevent memory leaks developers, need to properly free all the emory \
they allocate for a program. '

M To help developers code can be tested by automated tools that wi Iook for and
flag any memory leaks found in the program.

Memory Bloat Memory Leak
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Please return in 10 minutes
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Web Application Exploits

B Some common web application exploits are:
o (Cross site scripting (XSS)
o SQL injections _
o (ross site forgery request (CSER)




Cross-site scripting (XSS)

m (ross site scripting - occurs when untrusted data is included in a vvb"péée \
without validation. This can allow attackers to inject malicious code into the
web application and execute it on the client side.

Sacial Network

Apop ia pot







the relatlon ship box had a drop-down menu of inputs the user co
but Samy found away around this.




person's profile, under the "my heroes" category: "but mest of all, Samy is my
hero." I

B He also made it so the code would copy to other users profiles ong
visited a profile the worm had infected they too would add Samy &

m Around midnight (.Jn October 4, 2005, in-Los Angeles, when Samy
19-year-old hacker, released what has come tobe known as the S
perhaps the fastest-spreading computer vig’




| N
SQL Injection '
m S5SQL injection is one of the most common web hacking te *nlﬂﬁ@/

i
m SQL injection usually occurs when you ask a user for inpu
username/userid, and instead of a name/id, the user gives you ar

that you will unknewingly run on your database.






SQL Injection: Epic Games \
O

m |n 2016 Epic games suffered a breach that impacted 800,000 acco nts duet
SQL injections. -

m The compromise occurred from Unreal Engine and Unreal Tournament forms.

Attackers leveraged a SQL injection vulnerability in outdated vBulletir 6~{}Jm
software the company used and were able%mp the entire database

'
/
FJ
/s

Epic Games forums hacked again,
over 800,000 users affected




Cross Site Forgery Request (CSFR)

m (ross-Site Request Forgery is an attack Cross-Site Request Forgery
that forces an end user to execute diVitimilogs infelbank

unwanted actions on a web application @—>
in which they're currently authenticated.

2. Bank assigns victim

 — a validation token.
- VICTIM IK p WEBSITE

3. Hacker sends 5. Forged request
forged request is executed by
disquised as the bank using
legitimate previously
communication assigned
from the bank. HACKER validation token.

4., Victim unknowingly
forwards request to bank.



Cross Site Forgery Requést: Glass door

m |n 2020 a bug bounty hunter was inspecting glass door a website orJob seek
and posting anonymaous reviews. e\

m The vulnerability allowed attackers to hijack accounts from legged in victims and
create new admin accounts or employer accounts.

B An attacker could delete information on job seekers and employerg

aé‘“well as
creating admin accounts on the site.

that the tokens
ception and allo

m \When the security team investigated, theyfat
exception but didn't fail and in turn logged the'e
to continue. /4



System Exploits

B Some common web application exploits are:
o Buffer overflow

o Setuid | /5/
o Path attacks
o Library injection . &



P
Buffer Overflow ‘/

m A buffer overflow occurs when the volume of data xceeds\
the storage capacity of a memory buffer

m Ex.)If abufferis of size 8and the data stored into &\

buffer is 10 there would be a- bufferoverﬂow
IS4

Buffer Overflow
(s hwea} (2 bytes)







: i
Path Traversal

m Path traversal attacks can be performed by automated -n.@(
w

different files on a webserver.

s on a webserver through these attg
’,

m An attacker can find hidden fi
finding a vulnerable page.

‘B The attacker can then exploit this vulnerakt

e page to get furthe
- web server. XX

S



‘7/’

B An attacker can infect reusable libraries and inject them to dn‘ferent applications,
altering the behavior without having to modify the source code.

B Anexample is replacing existing code with your own |mplementat|n (e.g.
replace a function that should give’random numbers).

m By injecting malicious libraries an attacker car
as ones being used to manipulate the existin

Library injection
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Shared Libraries //

B Shared libraries are files that contain executable code to be used by
multiple applications

m Most of these shared libraries also call other shared libraries inside their
code, a lot of code relies on other code creating a lot of points for fajlure

B Examples.are
©  ImporSEAsiE
o IncludeinC , Standard include

statements

main.c

[

W L R

int maini()
' Main

printf ("Hello world!'\n™): Function

retorn O;

o mo=1 oy Ln




T
Shared Libraries: Logij ‘/

B |ogljisan open-source logging library used by millions of computers world’wiﬁ&
uld

B Atthe endof 2021, a major vulnerability was found in the library tha - aftackers
leverage to break into systems, and steal data

m The vulnerability granted an attacker total control over a device run ing the
unpatched version of loga4;

B (ISA release arepo on GitHub tracking
all the products affected by Log4j repo

CVE-2021-44228



https://github.com/cisagov/log4j-affected-db

Shared Libraries: OpenSSL Heartbleed

m OpenSSLis afree library that anyone can use, it helps to encrypt data sent oV
web applications. Q\

B Session managementis a key component of secure web appllcatlo s, there is a
need to know when to end the session

B Should we end it every 3hrs, 10hrs, or 24hrs? This is a hard questipn to answer.

m The SSL standardJncludes a heartbeat option, which allows a com
end of an SSL connection to send a short message to verify that t
computeris still online and get a response back>which keeps the sgssi




T
Shared Libraries: OpenSSL Heartbleed ‘/

The vulnerability was discovered in April of 2014 and involved the eartbeat
function to check if the session was still in use. \
th

An attacker could send a small string to the server but would chan ge the leng
value to be much larger than it was.

This causes a buffer overflow-to happen on the webserver which gould return
valuable information to the attacker. '-

Some of the major companies that were-affected included Tumblr, Googfe Yahoo,
Intuit (TurboTax), Dropbox, Netflix, and Facebo |




Shared Libraries: OpenSSL Heartbleed

Q@ Heartbeat - Normal usage

Server,send me |
this 4 letter word
if you are there:

Client "bird”

W Heartbeat - Malicious usage

Server, send me | Caryer
this 500 letter bird. Server " _
word ifyou are | Masterkeyis

i there: "bird" 31431498531054. |
Client User Carol wants

to change
password to
"password 123"...




Old Libraries
ALL MODERN DIGITAL

m Py(Cryptois an old vulnerable library with hashing d  INFRASTRUCTURE
functions.

B This library is no longer being maintained the hashing
functions used in it are brute forceable at this point.

ary are:

" A PROJECT SOME.
by the RANDOM PERSON

M The two options for a company that usean-old li

1. Move on to a new library that is still being maintap
developers. |

BEEN THANKLESSLY
MAINTAINING

2. Start maintaining the library own their own. /4
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Database Security

Application should use the lowest possible level of privilege when¥

ccessmg g
database. y

Disable all default accounts that aren't required.

Remove all unnecessary database functionality, install the minimu
features.

o Including any unnecessary vendor content

required

Use prepared statements ~_ g

SELECT "people™.* FROM "people” WHERE "people"."id" = 7 LIMIT 1 [["id", 1]]

Prepared Statement: Bind Variabes:

SELECT "people".* FROM "people” WHERE "people™."id” = 7 LIMIT 1 [Mid", 1]]



Data Minimization —— ‘ |
m Data minimization is a policy of only collecting .
needed |
<‘;’

m This should be implemented across all applica
m Benefits include: b

. b
o Reduces risk exposure
- o Reduces storage cost

d
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Please return
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X
Testing Agenda 7

- Types of Testing

- Code Scanning
- What is Git? Lg

- (it Requests



Types of Testing | | @/

Static Testing Dynamic Testing /\

| 'nal\/sis while runnir
/" with inputs and expec
resulting outputs

Analysis without running the code



Static Testing

Analyzing source code without executing the-progrars
Manual Static Testing:
* Inspections
« Walkthroughs
* Technical Reviews -
* Automatic Static Testing

* (Control Flow Analysis

« Data Flow Analysis

 Failure Detection -
* Beneficial because lots of time can be savediif'd efect
are detected early on rather than during the Iz lar ‘esting
process




Examples of Automated
Static Testing

- \/eracode
- Standalone Application
- CI/CD Integration

- SonarQube
- Standalone Application
- CI/CD Integration




Dynamic Testing

»  Testing code by running the program and providing

inputs to then verify \W
« Setting up simple test cases that meet basic N
requirements ’ Ve

 Fuzzing - Entering in random incorrect data until
something goes wrong
» Re-running test cases over and over to ensure reliability |
* Tests may be executed in a random sequence to N,
ensure they are not influenced by the system's states
* Very beneficial to find defects with quality testing in ré
world environments — A\~




Examples of Automated L
Dynamic Testing

* Astra PenTest
» Used with testing:
* Web and Mobile Applications, Cloud
Infrastructure, API, and Networks
» Standalone Application and CI/CD integration
 OWASP Zap
* Used with testing: |
« Web application security testing, network ports,
and API testing g 2
» Standalone Application and CI/CD integration, =




W ZAP Scanning Report

Summary of Alerts

Risk Level Number of Alerts
High
Medium

0
1
7
1

Alert Detail

Description X-Frame-Options header is not included in the HTTP response to protect against ‘ClickJacking’ attacks.

URL https./fsecureaspnetcoremve azurewebsites net/Home/Privacy
Method GET

Parameter X-Frame-Options

URL https:/secureaspnetcoremyve azurewebsites net/
Method GET
Parameter X-Frame-Options

Instances 2

Maost modern Web browsers support the X-Frame-Options HTTP header. Ensure it's set on all web pages returned by your site (if you expect

Solution the page to be framed only by pages on your server (e.g. it's part of a FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you
never expecl the page to be framed, you should use DENY. ALLOW-FROM allows specific websites to frame the web page in supporied web
browsers)

Reference https:i/developer mozilla.orglen-US/docsMWeb/HT TP/Headers/X-Frame-Options
CWE Id 16

WASC |d 15

Source ID 3




What is Git? p

Git is a distributed version control systerr
that tracks changes in any set of compg.
files ”

Used in organizations te have multiple A
software engineers be able to work on the |
same files Y

Examples:

GitHub
GitLab
Azure DevOps (Newly Popular)




VVersion Control

How does it work?

Repository

Master
(branch)
Feature
branch

Create Merge Commit
branch branch



A

Clone: A method used to create a local copy of a specified rep

Types of Requests

ID\ I
Pull: The process of receiving an\/ new code changes on a bran '

N

/;

Push: The process of sending né&ode changes to a branch repos
R —

Merge: The process of combining one branch with another

Fork: A copy of an existing repository in which the new owner dlsconn Ct
codebase from previous committers 48




S

Your local repo

commit
gQit commit -m "<message>"

clone
git clone <Repo URL>

pull
git pull origin <branch name:

push
qit push -u onigin <branch name:

Colleague developer's
local repo

Remate repo
(e.g. GitHub server)
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‘ . i
What is a SIEM? Y/

m Security Information and Event Manageme '
(SIEM) <‘;
‘

m Used to identify, analyze, and respond to
security threats

‘m They pull data from devices, serv

~applications




Why use a SIEM?

Compliance and reporting
Centralization
Search and reporting
Event correlation «

Threat intelligence

Incident response







\ 7
Components of a SIEM ‘v/

m All SIEM implementations generallyhave 3 components - /\
o This may vary slightly or have different naming schemes on dlffe ent SIEM
brands; however, the general roles remain the same
o Forwarder (sometimes referred to as an agent)
m [hese exist on endpoints and forward data to indexers
o Indexer (sometimes referred to as a server)
m (ollect, process, store, and quer\fd"é___:
o Dashboard P

m A web serverand graphical user mter,ace used to interact wk h SIEM
implementation

|IlI “.“'\
/B
\
hY

eived from agents /




Homework

wozu.

m You will be configuring a Wazuh SIEM to digest logs on
yvour network

m This Wazuh SIEM will have every component of the SIEM
installed on the same device |

o This implementation will also require agents to be
installed on most endpoints on your netwark

')
7
/
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