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Dynamic Link Library (.dll)

= \\Vindows implementation of shared libraries .
m Prevents redundant storage commonly used code

This PC » Local Disk

Mame

|%] aadauthhelper.dil
aadcloudap.dll

%] aadjesp.dll

|%] aadtb.dll

|%] aadWamExtension.dll

|4 AarSvedll

|%] AboutSettingsHandlers.dll

|%| AbovelockAppHost.dll

|| accessibilitycpl.dll

|%] accountaccessor.dll
|%] AccountsRt.dll
|| AcGenral.dll
|| AcLayers.dll
%] acledit.dll
1% aclui.dil

acmigration.dll
| ACPBackgroundManagerPalicy.dll
|%] acppage.dll

Il
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Portable Executable (.exe)

m Machine code that is executed by the operating system -

m May be written using high-level languages
o GO, C++, C, Ruby etc.

Tools Window Help

]| Windows (ANST 1| geckodriver.exe 10/12/2019 8:38 AN Application
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PowerShell Script (.ps1) _

m PowerShell Integrated Scripting Environment (ISE)
m Extensive .NET integration

[EigInt]sp=101
o [BigInt]$g=103
[BigInt]$n=5p*

[Bigrmt] =($p-1)*($q-1)
s [BigInt] =[math] : :sqre(5n)
[BigInt] =[math] : :sqre( )
write-host
S v = e
— = e
— - €0
#h;i'ld Tist of 1 < e < Fi(N) List is $eRules
Cwhile( -eq 5L
[‘ while(si -1t )1
=
+H
I3
¥

#factors of N and factors of Fi(N)

whi]e? -eq I}
i
S while(ii -le M1
O if (3N % $7) —eq 0){
—
+= SN/,
3
++
¥
=1
while(ii -le )11
if(C % $1) -eq 0){

4=

—O—m
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Event Log (.evtx)

M Stores Windows Logs

B | ocated C: \Windows\System32\winevt\Logs\

B Event viewer used to view logs

@
File Action View Help
@

System Number of events: 44778

ubscriptions.
Warming
& Waming
<

Event 4, FilterManzger

General Details

File System Filter ‘idfEndpointWatcherDriver’ (Version 10.0, 2018-03-07T11:58:29.0000000007) failed to attach to volume "\Device\ Hardds

Date and Time Source
3/29/2021 63 FilterManager
FilterManager
FitterManager
rManager
FilterManager
FilterManager
FilterManager
FilterManager
FitterManager
utedCOM
ributedCOM
3/29/2021 6 M utedCOM

DRY'. The filtes retumed a non-standard final status of (xC0000034. This filter and/or its supporting applications should handle 1
dition. If this condition persists. contact the vendor.

Name: System

= FiterManager
Event ID: 4
Le Warning

SYSTEM

Logged: 32572021 63127 PM
Task Category: None

Keywort

Computer:  DESKTOP-3MJUS0B:

Actions

System
Open Saved Log

¥ Create Custom View.
Import Custom View.
Clear Log

TV Filter Current Log...

(] Properi

fed Save All Events As..
Attach a Task To this Log
View

G Refresh

H Hep

Event 4, FilterManager

[] EventProperties
P

Attach Task To This Event..
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Registry

B Hierarchical database

O  Stores low-level settings

: BCDO0D00000
v | HARDWARE

Computer\HKEY_LOCAL_MACHINE
v @ Computer
HKEY_CLASSES_ROOT
HKEY CURRENT_USER

HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG
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Registry cont.

Name Type
LASSES_ROOT -‘h'] REG_SZ (
URRENT_USER | AllowRemoteRPC REG_DWORD 0x00000000 (0)
HKE'_‘LOCAL‘MACHINE |DelayConMgrTi.. REG_DWORD (000000000
IE-:I;\EF“\%D\.?.;T; 0 | DeleteTemp G_DWORD 0x00000001
SAM DWORD 0x00000001 (13
SECURITY G_DWORD 0X00000001 (1)
SOFTWARE {EG_DWORD 0x00000002 (.
SYSTEM ¢
ActivationBroker [N a ime... 0x00000000 (0)
ControlSet001 ) ) 0x00000000 (0)
5.1
0x00000001 (13

30F-07E0-4E26- +1FC. ] Jepende REG_MULTLSZ CertPropSvc SessionEny

tysettings REG_DWORD 0x00000001 (1)
ab|SnapshotMonitors REG_SZ 1

| StartRCM REG_DWORD 0x00000000 (0)
SUserEnabled REG_DWORD 000000000 (0)
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Registry cont.

_MACHIN
v = Computer Name Type
Edit DWORD (32-bit) Value - ] fault) REG_SZ (value not set)
' emoteRPC REG_DWORD 0x00000000
Ve ) REG_DWORD 0x00000000
: REG_DWORD 0:00000001
Value data: E .. REG_DWORD 0x00000001
(@ Hexadecimal ing ... REG_LDWORD 0x00000001
i REG_DWORD
ab| =lD REG_SZ a768dfc0-b1
Cancel ' .. REG_DWORD 000000000
wo|Per’ REG_DWORD 000000000 (0)
CurrentControlSet REG_SZ 5.1

~ .
(_)Decimal

Control v . REG_DWORD 00000007 (1)
' HFC22F79] . REG_MULTI_SZ CertPropSv
RDPYGClnstalled REG_DWORD 000000001 (1)
] napshotMonitors REG_SZ 1
REG_DWORD 000000000
5| TSUserEnabled REG_DWORD 000000000
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Task Manager

Ml Provides high-level view of what is running

Snaup vsen | e

CPU

BME

1541 M8

Obtops
OMteps
abeps
OMugs

OMeps

Services and Conaller Mg

oMeps
amepe
oM reds Mo
. 4643 164607

OMBp 2523
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Task Manager cont.

M How to open it? :

Al Apps  Documents  Settings  Photos  More ¥

Determines Manual (Tri

Best match
Running  Manual (T
Manual

Manual e

Task Manager
App La s
Manual

Manual (Trig.. Search

S
ettings Task Manager tock
sabled _

I View system resource usage in Task

o : N
S

Running ul (T News and interests
. Transfers fil.. Manual £ Show Task View button
. Windows in... Running 4

Switch user

Running  Automatic Show People on the taskbar Open
Manual (Trig...

‘Shaw Windows Ink Workspace button Run 2 sdministrator Sign out

pen file location

Manual

‘Show touch keyboard button

Manual (Tric o

g Pinto Start Change a password
Manual (Trig.. S

Manual Pin to taskbar

Manual 1 Show windows stacked

Manual Task Manager

Running — ] Show windows side by side
Show the desktop
Clipboard Us Task Manax
ger
Cancel

ndows 10 Enterprise Evaluati:
e ——— Windows License is expir
8362.10h1_release.190318-12

¥ Taskbar settings 5:20 PM
Cloudy A~ T dx 5o =
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Task Manager cont.

M (Can be used to find the location a running executable. -

w Y MSBuild 132 hif) 0% A M 0 MB/s 0Mbps Very low
. MSBL Collapse
End task
[=7 Runtirr )% .3 ME Tid 0 Mbps  Very low
Provide feedback ; !

Iﬂ Runtin Besource values y Ue B s 0 Mb P '||,|"Er_'pr low
[ Runtirr Create dump file

[5] setting o 1o detals 0 0% 0 ME /s 0Mbps  Very low

1.1 ME /s 0 Mbps  Very low

f= Spool Open file location 0% 3.3 MB /s 0 Mbps  Very low

Start Search online %  11.9MB /s 0Mbps  Very low
Properties
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Task Manager cont.

M Show the properties of an executable :

[w5] Microsoft Network Realtime Ins... 2.8 MB 0 MB/s 0 Mbps
Microsoft OneDrive 13.5 MB 0 MB/s 0 Mbps  Very low Very low
[#5] Microsoft Software Protection P... 5.2 MB 0 MB/s 0 Mbps  Very low Very low
Viicrosoft Windows Search Filte... 1.1MB 0 MB/s 0 Mbps  Very low
Viicrosoft Windows Search Inde... 5.2 MB 0.1 MBS 0 Mbps Very low Very low
4 Microsoft Windows Search Prot... 1.2 MB 0 MB/s 0 Mbps  Very low Very low
| M5Build (32 bit) Collapse 0% 6.0 MB 0 MB/: 0Mbps Very low Very low
£, MSBuild End task

Opera GX aute-u; Provide feedback 0.9 MB 0 MB/s 0 Mbps  Very low

Opera GX auto-u Resource values ? 1.4 MB 0 MB/s 0Mbps Vi

Opera GX auto-uj Create dump file 0.9 MB 0 MB/s 0Mbps  Very low
Opera GX auto-u; Go to details VIE 0 MB/s 0 Mbps Vi

Open file location

: Opera GX Interne 1.4 MB 0.7 MB/s 0 Mbps Very low

: Opera GX Interne 0.2% 1.5 MB 1.3 ME/s 0 Mbps W
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Task Manager cont.

*% MSBuild.exe Properties 55 M3Build.exe Properties

-~ - Genera ibility  Securty Details  Prai ersi
General Compatibility Securty Detals Previous Versions ST Ll i i iT

Property Walue
Description

) X File description
Type of file: ) Type

Description: File ve

Location: ft. MET\Redist List
tion. All rights

nguage
Wednesday, C nal filename MSBuild dl

Wednesd

Today, Februa

Aftributes: [JRead-only [ Hidden Advanced...

Security: This file came from anothe i
computer and might b ked ta [] Unblock
hiel protec
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Event Viewer

M | og viewer for Windows

{24! Event Viewer
File Action View Help
= © HF

@ Event Viewer (Local) Actions
7 Custom Views
& Windows Logs
] Applications and Services Lo| i Open Saved Log..
.1 Subscriptions

Event Viewer (Local)

Create Custom View...
~

To view events Import Custom View..
that have

occurred on your v Connect to Another Computer...

Refresh

Event Tvpe Even ~
<

Help
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Event Viewer

I Can be opened by searching for “event” and clicking open

L 1
" Al Apps Documents Web  More ¥ 4148 @ E & - X

¥ 240
» 2 0o ® O
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Event Viewer cont.

MW | ogs are stored in a hierarchical structure ] Event Viewer (Local)

g Custom Views
& Windows Logs
=1 Applications and Services Logs
| AESMService
.] Cisco AnyConnect Secure Mobilit:

@ Event Viewer (Local)
r Custom Views
& Windows Logs

T] Hardware Events
| Intel
=] IntelAudioServiceLog
i/ Internet Explorer
i Key Management Service

1 Microsoft
1 AppV
1 User Experience Virtualization
v 1 Windows
v 1 AAD
i | Operational

1 Applications and Services Logs
;4 Subscriptions
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Event Viewer cont.

M \Vindows activities are stored within the “Windows Logs* folder

Event Viewer (Local)
¥ Custom Views
v _m Windows Logs
| Application
= Security
;T Setup
= System
i | Forwarded Events

| Applications and services Logs

;4 Subscriptions



A

@ Event Viewer (Local)
7 Custom Views
v _m Windows Logs
| Application

Event Viewer cont. @ seorry

£ Setup
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= System

M \Vindows Logs are divided into 5 categories ,i:.t:::: :nE e::,ces Ea—
O Application
B [ogs related to some applications installed on system
O  Security '
W Security related logs (authentication-actions are found he
O Setup %
B Installation of software on System___,("é.g., update installs are
O System 4
B Low-level system events
O Forwarded events
B Events forwarded to local machine by remote machines




{2] Event Viewer (Local)

# Custom Views P P P T T
! c EventID Task Category

AuditS.. 3 :48: Microsoft Wi.. 5379 User Account Management
Audit S.. :48: Microsoft Wi.. 79 User Account Management
LAuditS. 3/ Microsoft Wi... User Account Management

. Audit S. [202 Microsoft Wi... User Account Management
] Forwarded Events AuditS.. 3 2 Microsoft Wi... 53 User Account Management

| | Applications and Services Logs LAudit S.. 3/1/2022 - Microsoft Wi User Account Management

21 Subscriptions LAudit S 3/1/2022 Microsoft Wi.. User Account Management

V e n I e w e r c 0 n Audit S.. /2022 : Microsoft Wi.. 9 User Account Management
. JAuditS.. 3 Microsoft Wi.. 5379 User Account Management

JAudit S 3/1/2022 54827 .. Microsoft Wi User Account Management
Audit 5. 3/1/2022 5:48: Micrasoft Wi.. 5379 User Account Management

Event 5379, Microsoft Windows security auditing.

M Individual logs are listed in et et

the middle pane

Security ID: LAPTOP-2LN9C412\anthony
Account Name: anthony

Account Domain: LAPTOP-2LN9C412

Logon ID: 60A71B8

Read Operation: Enumerate Credentials

This event occurs when a user performs a read operation on stored credentials in Credential Manager.

Log Name: Security

Source: Microsoft Windows security i Logged: 3/1/2022 5:48:27 PM

Event ID: 5379 k : User Account Management
: Information ey : Audit Success

User: N/A Computer: LAPTOP-2LNSC412

OpCode: Info

More Information:  Event Log Online Help
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An account was successfully logged on.

Subject:
Security 1D: SYSTEM
Account Name: LAPTOP-2LN9C412%

Event Viewer cont. i

Logon Information:
Logon Type: 2
Restricted Admin Mode: -

M |ndividual logs vary in complexity e L

Yes
0 Impersonation Level: Impersonation
M \Windows generates many logs
New Logon:
Security 1D: LAPTOP-2LN9C412\anthony
O Many of these logs are not helpful Account Name anthony
- Account Domain: LAPTOP-2LNSC412

Logon ID: Ox40A47CA

. Linked Logon ID: Ox40A47FD

Network Account Name: -
Network Account Domain: -
Logon GUID: {00000000-0000-0000-0000-000000000000}

Process Information:
Process ID: 0Ox88c
Process Name: CAWindows\System32\svchost.exe

Network Information:

Log Name: Security

Source: Microsoft Windows security « Logged: 2/28/2022 4:53:53 PM

Event ID: 4624 Task Category: Logon

Level: Information Keywords: Audit Success
User: N/A Computer: LAPTOP-2LN9C412
OpCode: Info

More Infermation: Event Log Online Help
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Event Viewer cont.

BN EventIDs
O Identifier numbers Microsoft assigns to types of
events.

Il Resource for Secu'rit\/ Event IDs
O  https://www.ultimatewindowsse
og/encyclopedia/default.aspx

curity

/]
V
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Event Viewer cont.

Windows  SharePoint  SQLServer  Exchange |  Training  Tools  Webinars  Blog  Forum
Quick Reference  Book

« All Event IDs, Windows Audit Categories
All categori
O Sha t Audit (LOGbinder for SharePoint) | Subcategories:
O sqL server Audit (LOGbind "
O Exchange Audit (LOGbinder ange

O sysmon (MS S Windows Versions:

O All events
O Win2000, XP and Win2003 only
® Win2008, Win2012R2, Win2016 and Win10+, Win2019

4624: An account was successfully logged on Operating Systems Windows 2008 R2 and 7
Windows 2012 R2 and 8.1
On this Windows 2016 and 10
Server 2019 and 2022

« Description of this event
e Field le etail

ponding events
in Windows 2003
o . ) . d before
This is a highly valuable event since it documents ea
every successful attempt to logon to the local computer regardless of
logon type, location of the user or type of account. You can tie this
event to logoff events 4 and 4647 using Logon 1ID.

» Where does descriptive text come from at the end

of 4624?
Win2016/10 add further fields explained below. * 4624 Type 3 Filter\'ng Help

Win2012 adds the Impersonation Level field as shown in the example.
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Event Viewer cont.

< Windows Security Log Event ID 4624 =

4624: An account was successfully logged on

On this page

« Description of this event
Field level detai
Examples
cuss th
on this event

Operating Systems

Corresponding
in Windows 2003
and before

Windows 2008 R2 and 7
Windows 2012 R2 and 8.1
Windows 2016 and 10
Windows Server 2019 and 2022

/

Security Number of events: 32,737 (!) New events available

Keywords  Date and Time
A _AuditS.. 3/1/2022 6:13:59 PM
<L AuditS.. 3/1/2022 £:03:24 PM
JAudit S,
Audit
JAudit S..
2 Audits. 34172
JAuditS.. 3/1/20:
Audit 3/1/2022
JAudit .. 3/1/2022 5:3536 PM
Audit S.. 3/1/2022 5:34:15 PM
Event 4624, Microsoft Windows security

General Details

EventID

4624

Microsoft Wi.. 4624
soft Wi 4624
Microsoft 4624
Microsoft Wi.. 4624
Microsoft Wi.. 4624
oft Wi 4624
Microsoft Wi.. 4624
Microsoft Wi.. 4624
Microsoft Wi 4624

auditing.

An account was successfully logged on

Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Logon Information:
Logon Type:
Restricted Admin Mode:
Virtual Account:
Elevated Token:

Impersonation Level:

New Logon:
Security 1Dz
Account Name:
Account Domain:

SYSTEM
LAPTOP-2LN9C412%
WORKGROUP

Ox3E7

5

No
Yes

Impersonation
SYSTEM

SYSTEM
NT AUTHORITY

Logon ID: 0x3E7

Linked Logon ID: 0x0

Network Account Name: -

Network Account Domain:

Logon GUID: {00000000-0000-0000-0000-000000000000}

This is a highly valuable event si it documents each and

every successful attempt to logon to the local computer regardl

logon type, location of the user or type of account. You can tie this

event to logoff events 4 nd 4647 using Logon ID.

» Where does descriptive text come from at the end
of 46247

= 4624 Type 3 Filtering Help

Win2012 adds the Impersonation Level field as shown in the example.
Process Information:
Process ID: 0x470

Win2016/10 add furth |ds explained below.
Process Name: C:AWindows\System32\services.exe

Network Information:

Log Name: Security
Source: Microsoft Windows security i Logged: 3/1/2022 6:13:59 PM
Event ID: Task Category: Logon

Information Keywords: Audit Success

N/A Computer: LAPTOP-2LN9C412
OpCode: Info
More Information:  Event Log Online Help
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Event Viewer cont.

Bl Event viewer sucks when trying to search logs in bulk.
I \We can extract logs to a CSV file

Management

eeeee
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Event Viewer cont.

Ml Excel caninterpret these logs and be used to search the
O The CSV must be imported properly
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Importing Logs in Excel

(=] s

Insert  Page Layout ~ Formulas

:
E &
3

Get From  From From Table/ Recent Existing

Data~ Text/CSV. Web ~ Range  Sources Connections
Get 8 Transform Data

File Home

,-

AL - e

Data

Review  View

|r~ 88 Queries & Connections | |

Refresh —

All~

Queries & Connections

3

Help

Y.

Sort Filter

EN

T Advanced

Sort & Filter

Bookl -

=]
Text to
Columns

Exce

Flash
Fill

== - =
Remove  Data  Consolidate
Duplicates Validation -
Data Tools

Manage | WhatIf Forecast

Data Model ' Analysis~ Sheet
Forecast

£ Share
E nEE
"E =22

Group Ungroup Subtotal

a

Outline
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Importing Logs in Excel

1 B > This

New folder

[ Desktop
¥ Downloads
| Documents
CPTC Security.csv
=] Pictures

Anayl

crosoft Excel
= This PC
_# 3D Objects
I Desktop
= Documents

¥ Downloads

File name:

Text Files (*.prn;*.bd;*.csv)

Import Cancel
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Importing Logs in Excel

Delimi Data Type D ion

Comma Based on first 200 row

Date and Time Source Event ID Task Category

3/1/2022 6:21:00 PM oft-Windows-Security-Auditing r Account Management ocal group membership w

/1/2022 6:21:00 PM | Microsoft-Windows-Security-Auditing ser Account Management | A user's local group membership w

Audit Suc 3/1/2022 54 PM oft-Windov

Audit Succ

Audit Suc
Audit Succ

Audit Succ

Audit Succ

3/1/2022
/2022
3/1/2022
3/1/2022
1/2022
3/1/2022

3/1/2022

3/1/2022
3/1/2022
/2022

3/1/2022

3/1/2022

3/1/2022
3/1/2022
3/1/2022

/1/2022

16:02 PM

16:02 PM
6:16:02 PM
16:02 PM

16:02 PM

oft-Windov
oft-Window
oft-Window
Microsoft-Window
oft-Window
osoft-Windov
oft-Window
-Window
soft-Window
oft-Window

oft-Window

oft-Window
soft-Windows

soft-Windows-

ity-Auditing
ity-Auditing
ty-Auditing
ty-Auditing
curity-Auditing
curity-Auditing

curity-Auditing

Security-Auditing

curity-Auditing
curity-Auditing
curity-Auditing
curity-Auditing
curity-Auditing
curity-Auditing
curity-Auditing
curity-Auditing
curity-Auditing

curity-Auditing

r Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management
User Account Management

User Account Management

User Account Management

ocal group membership w
tial Manage
tial Mana

tial Manaj

edential Manager

tial Mana

Credential Manage

Credential Manager

tial Manay dentials w
tial Manager credentials wi
tial Mana

tial Manager credentials wi

ential Manager credentials wer

Cancel
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Logs in Excel

@~ O AW =

©

D

E

Audit Success
Audit Success

Audit Success
Audit St

Audit Succe:
Audit Suc
Audit Success

3/1/2022 18:21
3/1/2022 18:21
3/1/2022 18:20

3/1/2022 18:16

3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16

3/1/2022 18:16

B event 1D B Task category

Microsoft-Windows-Security-Auditing
-Security-Auditing

ecurity-Auditing
Microsoft-Windows-Security-Auditing
-Security-Auditing

-Security-Auditing

curity-Auditing

-Security-Auditing

-Security-Auditing

-Security-Auditing
Microsoft-Windows-Security-Auditing

-Security-Auditing

-Security-Auditing

-Security-Auditing

M|cr=m:ft Windows-Security-Auditing
-Security-Auditing

-Security-Auditing
Microsoft-Windows-Security-Auditing
-Security-Auditing

-Security-Auditing
osoft-Windows-Security-Auditing
urity-Auditing

oft-Windows-Security-Auditing
-Security-Auditing

User Account Management
nt Management
nt Management

ount Management
nt Management
nt Management

User Account Management
nt Management
nt Management

ount Management
nt Management
nt Management

User Account Management

ount Management
nt Management

User Account Management

User Account Management

User nt Management

User Account Management

User Account Management

User Ac

User

nt Management
ount Management
User Account Management
User
User Ac
User Ac
User Ac

User

nt Management
nt Management
ount Management
nt Management
nt Management
User Account Management
nt Management

nt Management

ount Management

nt Management

User nt Management
User Account Management
nt Management
nt Management
ount Management
ount Management

A user's local group membership was enumerated.Subject:Security 1D:LAPTOP-2LN9C412\anthony
rity ID:LAPTOP-2LN9C412\antl

cal group membership was enumerated. Subject:Security 1D:LAPTOP-2LN9C412\antl
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
rity ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
rity ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Ci rity ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun

edential Manager ity ID:LAPTOP-2LN9:

p membership was enumerated. Subj

Credential Manager credentials were read.Subje

Credential Manager credentials were read.Subje

edential Manager credentials were read.Subje
lentials were read.Suk

Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun

Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Suk
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\antl
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subje rity ID:LAPTOP-2LN9C412\anthonyAs
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
rity ID:LAPTOP-2LN9C412\anthonyAs
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
Ci rity ID:LAPTOP-2LN9C412\anthonyAccoun
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun
edential Manager credentials were read.Suk: ity ID:LAPTOP-2LN9
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\ant|
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccoun

Credential Manager credentials were read.Subje

edential Manager credentials were read.Subje




!j! NetDef

Logs in Excel

B \Vithin Excel we can search logs using filters. y

€

Audit Success
Audit S s
Audit Success
Audit Succes:
Audit Succes:
Audit $

Audit Succes:
Audit Suc
Audit Succes:
Audit S

Audit Succes:
Audit S s
Audit Succes:
Audit S

Audit Success
Audit S

Audit Succes:

Audit Succes:
Audit S

Audit Succes:
Audit Success
Audit Succes:
Audit $

Audit Succes:
Audit §

Audit Success
Audit S

Audit Success
Audit § s
Audit Success
Audit Success
Audit Succes:
Audit S

Audit Success
Audit Suc
Audit Success

ess

3/1/2022 18:21
3/1/2022 18:21
3/1/2022 18:20
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16
3/1/2022 18:16

Micr

Microsof

Microso

Sort Smallest to Largest
Sort Largest to Smallest
Sort by Color

Number Filters

Security-Auditing
ft-Windows-Security-Auditing
ft-Windows-Se
ft-Windows-Sec
ft-Windows-Security-Auditing
ft-Windows-Security-Auditing

Microsoft-Windows-Sec

Micre
Micre

ft-Windows-Sec
ft-Windows-Se:

D
B Event 1D B rask Category

E

User Account Management
User
User Account Management
ount Management

nt Management

nt Management

nt Management

nt Management
ount Management
count Management
nt Management

nt Management
ount Management
count Management
ount Management
nt Management

nt Management
count Management
ount Management
nt Management

nt Management

nt Management
ount Management
count Management
nt Management

nt Management
ount Management
User Account Management

5379 User Ac

5379

5379 User Ac

User Ac
User

User Account Management

ount Management

nt Management

nt Management

ount Management

nt Management
5379 nt Management
5379
5379
5379
5379
5379
5379
5379

nt Management
ount Management
User Account Management

Auser's local group membership was enumerated.Subject:Security ID:LAPTOP-2LN9C412\anthonyA
I group membership was enumerated.Subject:Security ID:LAPTOP-2LN9C412\anthonyA
Auser's local group membership was enumerated.Subject:Security ID:LAPTOP-2LN9C412\anthonyA
redential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials v 12\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials were read. Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials were read. Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
redential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
redential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
edential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials v 12\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LNgC412\anthonyAccount
dential Manager credentials were read. Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
redential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
redential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
dential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAc
Credential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
edential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount
redential Manager credentials were read.Subject:Security ID:LAPTOP-2LN9C412\anthonyAccount

ount

unt

ount

unt




!j! NetDef

Logs in Excel

C D E F

1 meﬁ-muldﬁm-km -EventIDTIlI(Cnegorv -Culumnl -
Audit Success 3/1/2022 18:16 Mi 4624 Logon An account was successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C4 1

Audit Success 3/1/2022 18:16 Mi i i 4624 Logon An account was s ssfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C4 1]

Audit Success 3/1/2022 18:13 0S0 o 4624 Logon An account was successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C4 1

Audit Success 3/1/2022 18:03 0 0 4624 Logon An account was essfully logged on.Subject:Security ID:SYSTEMAccount Nam PTOP-2LN9C41

Audit Success  3/1/2022 18:03 Mi i i 4624 Logon An account was successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41

Audit Success 3/1/2022 17:48 Mi i i iti 4624 Logon An account was ssfully logged on.Subject:Security 1D:SYSTEMAccount Name:LAPTOP-2LN9C41

Audit Success  3/1/2022 17:47 0 0 4624 Logon An account was successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41
Audit S s 3/1/202217:37 4624 Logon sfully logged on.Suk :

Audit Succes 3/1/2022 17:36 4624 Logon on.Subj; 1 PTOP-2LN9C41|

Audit S 3/1/2022 17:36 4624 Logon v sfully logged on.Subje; - LAPTOP-2LN9C41|

Audit Succes E ¥ 0S0 0 4624 Logon successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41|

Audit S 3 y 4624 Logon sfully logged on.Suk S 1

4624 Logon on. j > ES) PTOP-2LN9C41

4624 Logon unt was sfully logged on.Subje: S LAPTOP-2LN9C41

3/1/2022 17:33 Microsoft-Windows-Security-Aud 4624 Logon An account was successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C4 1

3/1/2022 17 M Ft-Wins -Security-Audi 4624 Logon An account was sfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C4 1|

3/1/2022 17:33 Mi i S i 4624 Logon An account was sfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41]

3/1/2022 17:33 0 indo 4624 Logon An account was sfully logged on.Subject:Security 1D:SYSTEMAccount Name:LAPTOP-2LN9C4 1]

2/28/2022 22:41 Microsoft-Windows-Security-Auditing 4624 Logon An account was successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41

2/28/2022 22:41 M| ft-Wins -Security-Aud, 4624 Logon An account was sfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41|

2/28/2022 22:41 Mi i s-Security-Audi 4624 Logon An account was successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41|

2/28/2022 22:41 0 0 4624 Logon An account was s ssfully logged on.Subject:Security 1D:SYSTEMAccount Name:LAPTOP-2LN9C41

2/28/2022 22:41 Microsoft-Windows-Security-Aud 4624 Logon An account was successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41|

2/28/2022 22:41 M ft-Wins ity-Aud 4624 Logon An account was sfully logged on.Subje; rity 1D:SYSTEMAccount Name:LAPTOP-2LN9C41]

2/28/2022 22:41 Mi i 1 i 4624 Logon An account was successfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C4 1

2/28/2022 22:40 o o 1 4624 Logon An account was ssfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C4 1|

2/28/2022 22:40 i i 4624 Logon An account was sfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C4 1|

2/28/2022 22:39 i curi 4624 Logon An account was sfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C4 1|

2/28/2022 22:39 Mi i s-Security-Audi 4624 Logon An account was sfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41|

2/28/2022 22:22 oft-Windows-Security-Aud 4624 Logon An account was sfully logged on.Subject:Security I1D:SYSTEMAccount Name:LAPTOP-2LN9C41]

2/28/2022 22:08 Microsoft-Windows-Security-Auditing 4624 Logon An account was sfully logged on.Subject:Security ID:SYSTEMAccount Name:LAPTOP-2LN9C41]

2/28/2022 22:08 ft-Wins -Security-Auditing 4624 Logon An account was sfully logged on.Subject:Security 1D:SYSTEMAccount Name:LAPTOP-2LN9C41]
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Homework Hint

Ml The initial vector of breach is in the Windows logs.

Ml The attack was a brute force attack against one of the
Windows remote access tools.
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v-qxv

Question s7 7
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@ NetDef

Network Forensics Hands-on

m Sign onto the machine in your team folder called
"WINIRForClass”
o Username: sysadmin
o Password: Change.me!



@ NetDef

Wireshark

m Packet analyzer
W Free
m QOpen-source

M Available on: ‘
o Windows
o Linux
o MacOS




? NetDef

Network Forensics Hands-on

reshark Network Anal
File Edit V Go  Capture tics  Telephe

R E Y=

‘Welcome to Wireshark
Open

dmin\Documents’

Capture

a this filter: [ =] | Allinterfaces shown

Local Area
| Area

Learn

User's Guide - iki * Questions and Answers - Mailing Lists
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\j! NetDef .' .

PowerShell

M Automation and configuration tool

B https://docs.microsoft.com/en-us/powershell/
\

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Usersyanthony:>

» N


https://docs.microsoft.com/en-us/powershell/

!j! NetDef " .

Cmdlets

B (Cmdlets are commands in PowerShell

m (Cmdlets use verb-noun format

o Get-computerinfo
Get-f1 lehPsh
Write-output
Etc..

o O O



!j! NetDef " .

Get-Filehash

m "Computes the hash value for a file by using a specified
hash algorithm.”
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In Class Activity

PowerShell



@ NetDef

Hands on 1 - Piping Outp—ut

m Compute the SHA384 hash of test.exe on your desktop
using get~11 lehash

AN


https://tinyurl.com/yw9zv3cw

\j! NetDef

Hands on 1 - Piping Outpﬁut

= Any problems with the result?



\j! NetDef .

. e

Hands on 1 - Piping Outp—ut

m PowerShell will trim output to fit the window

PS C:\WUsers\sysadmin\Desktop> get-filehash -path '.'ftezt.exe' -Algorithm sha3d4

Algorithm Hash Path

S5HAZ B4 D4698123985EEBBC9F6624C4B6C268466D95684E5B801513BDEDFI51410E5A8ADCE2] . .. C:\Users\sysadminyDesktopi\test.exe



Qg! NetDef

Hands on 1 — Piping Output

m \\e can send output from one command to another

m Output of command 1 is sent to command 2
o Ex:<command_1> | <command_2>

m Using the documentation below what command can we
pipe to for the fix the output? A ——
o https://tinyurl.com/yw9zv3cw
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Piping Output

PS C:\Users\sysadmin\Desktop> get-filehash -path '.'ftest.exe' -Algorithm sha384 | format-list

Algorithm : SHA3B4
Hash : DABROB123090SERBCOFRE2ACABRC26B46BDI95BE84E5BD1512EDEDFAS1A1BESABADCE21ERSAA323A231817OF1SACFERFT353
Path : Co\UsershysysadminiDesktopitest.exe



\j! NetDef

Searching PowerShell Output

W Get-Service "Gets the services on the computer.”

PS C:\Users\anthony> get-service

Status

Stopped
Running
Running
Stopped
Stopped
Stopped
Running
Stopped

Running
Running
Running

. Running
Running
Stopped
Running
Running
Running
Stopped
Running
Running
Stopped
Stopped
Running
Running
Running
Stopped
Running
Stopped
Running

Name
RarSve_ddd2c3d
AdobeARMservice
AESMService
AJRouter

ALG

AppIDSvc

Appinfo

ApphMgmt
AppReadiness
AppVClient

AppXSuc
AssignedAccessh. . .
AudioEndpointBu. ..
Audiosry
autotimesve
AXINStSV
BcastDVRUserSer. . .
BDESVC

BEService

BFE

BITS
BluetoothUserSe. . .
BrokerInfrastru. ..
BTAGService
BthAvctpSve
bthserv

camsve
CaptureService ...
cbdhsvc_add2c3d
DPSve
CDPUserSvc_4dd2c3d
CertPropsve
CLickToRunSvc
CLipsve
COMSysApp
ConsentUxUserSy
CoreMessagingRe. - .
cphs

cplspcon
CredentialEnrol. ..
Cryptsve
CscService
DeomLaunch

I\Y /4

DisplayName
Agent Activation Runtime_4dd2c3d
Adobe Acrobat Update Service

Intel® SGX AESM

AllJoyn Router Service

Application Layer Gateway Service
Application Identity

Application Information

Application Management

App Readiness

Microsoft App-V Client

AppX Deployment Service (AppXSVC)
AssignedAccessManager Service

Windows Audio Endpoint Builder
Windows Audio

Cellular Time

ActiveX Installer (AxINstsV)

GameDVR and Broadcast User Service ...
BitLocker Drive Encryption Service
BattlEye Service

Base Filtering Engine

Background Intelligent Transfer Ser...
Bluetooth User Support Service ddd2c3d
Background Tasks Infrastructure Ser...
Bluetooth Audio Gateway Service

AVCTP service

Bluetooth Support Service

Capability Access Manager Service
CaptureService 4dd2c3d

Clipboard User Service_4dd2c3d
Connected Devices Platform Service
Connected Devices Platform User Ser...
Certificate Propagation

Microsoft Office Click-to-Run Service
Client License Service (ClipSVC)

COM: System Application

. ConsentUX_4dd2c3d

CoreMessaging
Intel(R) Content Protection HECI Se...
Intel(R) Content Protection HDCP Se...
CredentialEnrollmentManagerUserSvc_. . .
Cryptographic Services
Offline Files

DCOM Server Process Launcher
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—

Hands on 2 — Searching dutput

B Run get-service
B Run getoservice | select *
m \\What is the difference of the output?



? NetDef

Hands on 2 — Searching

PS5 C:\Usersi\anthony» get-service

‘Status

:Running
Running
Running
Stopped
Stopped
Stopped
Running
Stopped
‘Stopped
Stopped
Stopped
Stopped
'Running
Running
Stopped
‘Stopped
Stopped
Running
Stopped
Running
‘Stopped
-‘Stopped
Running
{Running
Running
Running

Name
AarSvc_197f19%e7
AdobeARMservice
AESMService
AJRouter

ALG

AppIDSvc
Appinfo
ApphMgmt
AppReadiness
AppVClient
AppXSvc

AssignedAccessM. ..
AudicEndpointBu...

Audiosrv
autotimeswvc
AxInstSV

BcastDVRUserSer. ..

BDESVC
BEService
BFE

BITS

BluetoothUserse. ..
BrokerInfrastru...

BTAGService
BthAvctpSvc
bthserv

DisplayName

Agent Activation Runtime_197f19e7
Adobe Acrobat Update Serwvice
Intel® SGX AESM

AlllJoyn Router Service
Application Layer Gateway Service
Application Identity

Application Information
Application Management

App Readiness

Microsoft App-V Client

AppX Deployment Service (AppXSVC)
AssignedAccessManager Service
Windows Audioc Endpoint Builder
Windows Audio

Cellular Time

ActiveX Installer (AxInstSV)

GameDVR and Broadcast User Service ...

BitLocker Drive Encryption Service
BattlEye Service
Base Filtering Engine

Background Intelligent Transfer Ser...
Bluetooth User Support Service 197f...
Background Tasks Infrastructure Ser...

Bluetooth Audio Gateway Service
AVCTP service
Bluetooth Support Service

\

PS C:\Users\anthony> get-service | select * | format-list
Name : AarSvc_197f19e7
RequiredServices : {}
CanPauseAndContinue : False
CanShutdown : False
CanStop : True
DisplayMame : Agent Activation Runtime 197f19e7
DependentServices : {}
Machinelame : .
Servicelame i AarSvc_197f19e7
ServicesDependedOn
ServiceHandle
Status : Running
ServiceType : 240

= StartType : Manual
Site

_ Container
Name : AdobeARMservice
RequiredServices HES
CanPauseAndContinue : False
CanShutdown : False
CanStop : True
DisplayName : Adobe Acrobat Update Service
DependentServices HES
MachineName E
ServiceName : AdobeARMservice
ServicesDependedOn : {}
ServiceHandle E
Status : Running
ServiceType : Win320wnProcess
StartType : Automatic
Site
Container
Name : AESMService
RequiredServices : {RPCSS}
CanPauseAndContinue : False
CanShutdown : False
CanStop : True
DisplayName : Intel® SGX AESM
DependentServices : {}
Machinelame : .
Servicelame : AESMService
ServicesDependedOn : {RPCSS}
ServiceHandle
Status : Running
ServiceType : Win320wnProcess
StartType : Automatic
Site
Container




Qg! NetDef

Hands on 2 - Searching Output

m |ist ONLY services that have a StartType as automatic -«
o Ensure the output DOESN'T get trimmed

B Use the below documentation
o https://tinyurl.com/z5psdn87




@ NetDef

PS C:%\Usersi\anthony> Get-Service | Where-Object {%

MName

Displayhame

Status
DependentServices
ServicesDependedOn

CanShutdown
CanStop
ServiceType

MName
Displayhame

o Status
DependentServices
ServicesDependedOn

CanShutdown
CanStop
ServiceType

\V/4

: AdobefRMservice
: Adobe Acrobat Update Service
: Running
: {}

: {r
CanPausefAndContinue :
: False

: True

: Win320wnProcess

False

: AESMService

: Intel® SGX AESM
: Running

: {}

: {RPCS5}
CanPausefAndContinue :
: False

: True

: Win320wnProcess

False

_.StartType -eq T format-list




@ NetDef

Hands on 2 — Searching Outp

u |
= Run the following command '/
o Get-WmiObject win32_Service | Select

m \\hatis tHe difference betwee /’

this and Get-Service?

.
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!ﬂNetnef
Windows Management Instrume
(WmMI)

M (Can be used to manage Windows devices

M Allows remote communications through:
O Distributed Component Object Model (DCOM)
O Windows Remote Management (WINRIM)

BN Great tool for IT personnel and malicious actos

7
4




? NetDef

Services

I Behind the scenes to keep things working Gl LogOn Fecovey  Dependences

Service name: Adobe ARMservice

. L|- Sta rtU p t\/ p e S Display name: Adobe Acrobat Update Service
O A U to m atl C ( D e | a\/e d Sta rt) ‘ Description: ﬁ?ged;.\;mbat Updater keeps your Adobe software
O A U tO m atl C . Pgth;; ::::n: L;T:;I‘::; 86)"Common Files \Adobe ARM\1 0hamsve exe"”
O M an U al = Startup type: Automatic
O Disabled ‘

Service status:  Running

Stop

You can specify the stat parameters that apply when you start the service
from here,




@ NetDef | .

Services

m Canrunasnt authority \system
o nt authority \system!=root
o Is more powerful than an “administrator”

m Active even whenmno user is signed.in

- May be hosted b\/‘the service host (svehast.ex
m May executables that are designatec
m Follow a defined service model

/]
\7/



'3:' NetDef

Service Model
Start Event

Kill Main Code

(e



!j! NetDef

How to list services?

m Open Task Manager and navigate to services tab

1/ e ————

File Options View

Processes Peformance App history  Startup  Users

Mame PID Description
Agent Acti
wgent Acti
n Router 5
Application
Application |den
ppinfo
ppMgmt Application Man
AppReadiness App Readiness

ent

Encryption Servicq

iltering Engine

Captures

CaptureService_dfere

Clipboard User
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Services List

L Services
File Action View Help

ke Al NERESN 7|

e pEumn

.. Services (Local)

Services (Local)

Select an item to view its description.

~
Name

G ActiveX Installer (AxInstSV)

\S}; Agent Activation Runtime_...

»,’.'é;AHJoyn Router Service
Q:App Readiness
{};Appl\(atlnn Identity
Q;Appl\catinn Information

Q:Appl\(atinn Layer Gateway ...

{};Appl\(atlnn Management

Q;App)( Deployment Service (..
Q:A;;ignedA((essManager Se...

{};Autn Time Zone Updater
Q;AVCTP service

-J,‘é: Background Intelligent Tran...
\S}; Background Tasks Infrastruc...

Q;Base Filtering Engine

-J,‘é: BitLocker Drive Encryption ...
-S);Blo(k Level Backup Engine ...
Q;Bluetooth Audio Gateway 5.,

Q:Bluetooth Support Service

{);Bluetooth User Support Ser..

Q;BranchCa(he

Q:CapabilityAccass Manager ...

-&); CaptureService_65f7e
»Sé; CaptureService_dfere331

Description

Provides Us...
Runtirme for...
Routes Alllo...
Gets apps re...
Determines ...
Facilitates t...
Provides su...
Processes in...
Provides inf...
AssignedAc...
Autornatica...
This is Audi...
Transfers fil...
Windows in...
The Base Fil...
BDESVC hos...
The WBENG...
Service sup..
The Bluetoo...
The Bluetoo...
This service ...
Provides fac...
Enables opti...

Status

Running

Running

Running
Running

Running

Startup Type
Manual
Manual

Manual (Trig...

Manual

Manual (Trig...
Manual (Trig...

Manual
Manual
Manual

Manual (Trig...

Disabled

Manual (Trig...

Manual
Automatic
Autormatic

Manual (Trig...

Manual

Manual (Trig...
Manual (Trig...
Manual (Trig...

Manual
Manual
Manual
Automnatic

Log On As
Local System
Local System
Local Service
Local System
Local Service
Local System
Local Service
Local System
Local System
Local System
Local Service
Local Service
Local System
Local System
Local Service
Local System
Local System
Local Service
Local Service
Local System
Metwork Service
Local System
Local System
Local System

\Extended /(Standard/




? NetDef

Services List

Services (Local)

Cryptographic Services Mame

riptio
Provides three management sen
Catalog Database i hich

ot Certificate Update edential Manager

ce, which retr edentialEnrollmentMana.

= Update

and enable scenari
thi

management se
function prope
disabled

ice Management V

up Manager

 Standard

Description

Support:

Manages th...

Th

Performs co...

Enables pair...

Enables a
Perform

Routes |

Enables the ...

Enables app...

Status

Running
Running
Running
Running
Running

Running

Running
Running
Running

Startup Type
Manual (Trig

Manual

Manual (Trig...

Automatic

Manual

Automatic (..

Automatic
Disabled
Manual
Manual
Automatic
Manual
Manual

Log On As
Local 5
Local
Local
Local
Local
Local 5
Local Sy
Local
Local
Local

Local

Running
Running

Manual (Trig...

Automatic
Automatic
Automatic (.
Manual (Trig
Manual (Tric
Manual

Manual (Trig...
Manual (Trig...

Manual




? NetDef

Services List

Services (Local)

Cryptographic Services

Catalog Database 5e
rms the signature
ew programs to be
tected R 5

cn:nrrlp-uter,: and
ertificate Update
which retri

function prope
dizabled, a
depend on it will fail to start.

 Standard

urrent selection

Mame

edential Manager

ice In
ce Mar
evice Mar

ce Setu

mentMana...

All Tasks

Refresh

Status

Running
Running
Running
Running
Running

Running

Running
Running

Running

Running
Running

Startup Type

Manual (Trig...

Manual

Manual (Trig...

Automatic
Manual
Automati
Automatic
Disabled
Manual
Manual
Automatic
Manual
Manual

Manual (Trig...

Automatic
Autornatic
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Manual
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Cryptographic Services Properties (Local Computer)

S m L m t General logOn Recovery Dependencies
e rv I c e S I S Service name: CryptSve
Digplay name: Cryptographic Services

Description:

Service status:
Start

You can specify the start parameters that apply when you start the service
fram here.
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Services List

Cryptographic Services Properties (Local Computer)

General LogOn  Recovery Dependencies

Log on as:

() Local System accourt
Allow service to interact with des
(@) This account: Metwark Service

Passwaord:

Confirm password:
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Cryptographic Services Properties (Local Computer)

General LogOn Recovery Dependencies

Services List

lect the computer’s response if this service fails. H

First failure: Restart the Service
Second failure: Take Mo Action
Subsequent failures: Take Mo Action

Reset fail count after:

Restart service after: minutes

[ Enable actions for stops with emars.

Fun program

Append fail count to end of command line |




g:! NetDef

Services List

Cryptographic Services Properties (Local Computer)

General LogOn Recovery Dependencies

Some servic ervices, system drivers or load order
groups. If ; ] it i pped, oris not running propery,
dependent services can be affected.

Cryptographic Services

This service depends on the following system components:

The following system components depend on this service:

" Application [dentity
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In Class Activity

Find a Malicious Service
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Hands on 3- Find a Malicious Serv

m Use the previous command we learned

o Get-WmiObject win32_Service
m Add | ogv attheend

M Attackers often want constant access
o What StartType would an attacker use?

M |f you see something say something
o (Google anything suspicious 1 /)
m Legitimate applications break oft_

IF vuu SEE SOMETHING,

SAY SOMETHING.

and peop [S BE SUSPICIOUS OF ANYTHING NOT ON Go gle
Tell a cop, an MTA employee or call 1-888—NYC-SAFF.

post online about them i =

B Remove the malicious service
o Hint[0]: sc deletie <service name>
o Hint[1]: Can services be processes?
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Hands on 3- Delete a Malicious Se \!i;e/\

1. Stop the service using the Task Manager Process list e
2. Using Command Prompt, enter: sc delete vmwarecaptu re
3. Reboot




RESTART YOUIR
WINDOWS VM
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Persistence

m Malware aims to survive
Restart
Settings Changes
Users Signinion/off
Network connectivity loss
Countermeasures
Systems updates
Anything else....

© 0O O 0O O O O
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Persistence Methods

m \Windows persistence methods and their complexity
o Drivers

Registry Keys
Startup Objects
Scheduled Tasks (LOW- I\/IEDIUI\/I)
Image File Execution Options (MEDIUMk

m Hint: Might be relevant for your hom/ |
WMI Subscriptions (MEDIUM)
PowerShell Profiles (LOW-MEDIUM) /
o Malicious Group Policies (MEDIUM)

O O O O

ork this week

O O
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Registry Keys

B Registry Editor is a GUI way of viewing registry .
o Get-ItemProperty canbe used as well
m https://tinyurl.com/Shbeh72f

m Two directories for running at sign‘on
o HKEY_CURRENT_USER\SOFTWARE\Microsoft)\
Windows\CurrentVersion\Run I8
o ~HKEY_LOCAL_MACHINE\SOFTWAREAMACrosoft
\Windows\CurrentVersion\Run/



https://tinyurl.com/9hbeh72f
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Scheduled Tasks

Ml Perform actions given specific triggers :
M Storedin C:\Windows\System32\Tasks as xml files

Help

a8

5 Tosk Schesh -
& sk Schedule Library

v The operat
Eeentiiewe: The cperst
oghelpa,

Genenal Tiggan

date it the latest anh ecurty fues

Uicense Ma
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Scheduled Tasks cont

m (Can be managed through Task Scheduler

m (Consists of Triggers & Actions
o Triggers: When Do?
o Actions: What Do?

mputer)

General Triggers Actions Conditions  Settings ) ral Triggers
When you create a task, you can specify the conditions that will rigger the BN you create d
tatus Action

Enabled Start a program
abled

puter)

History (disabled)

1 that will occur when your tas

Task Scheduler brary

NvNodelau.  Resdy

Conditions Settinas  History
Name:
Location:

hen running the tazk. use the fo

INTERACTIVE nge User or Group._

3 R with highest privileges

[ Hidden Configurefor. Wi
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PowerShell Profile

m Runs each time PowerShell.exe is opened .
= A PowerShell script

Description Path
All Users, All Hosts SPSHOME\Profile.ps1

All Users, Current Host SPSHOME\Microsoft.PowerShell_profile.ps1

Current User, All Hosts fHomel\[My 1Documents'PowerShell\Profile.psT

Current user, Current Host fHomeY[My 1Documents' PowerShell,
Microsoft.PowerShell_pro
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Malicious Group Policies

m Group policies can soften the security posture of a device
o Disable anti-virus
o Turn off or flood logs
o Disable firewalls
o And more!

m_Group Policies can be used to establish regls
persistence '

m Malicious group policies are very dangerous/
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Hands on 4 — Combatting Per
Check servi i
T \/"/
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Hands on 4 — Combatting Persistence \

m Sysinternals is an open-source suite of tools for Windows
o AutoRuns a tool to detect persistence
m Run autoruns as Admin from the Sysinternals
folder on your desktop — /#
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Category Help

[ JL DY

D 154 Providers
B Everything B togon
Hatorun: Entry
4\MicrosoftEdgeUpdateTaskMachineCore
FATS \MicrosoftEdgeUpdateTaskMachineU
\npcapwatchdog
ndalone Update 521

# Explorer

OneDrive

Opera GX scheduled assistant Autoupdate 1637272
Opera GX scheduled Autoupdate 1634717190
E¥ \WMwareToolsUpdater
Services
6 HKLM\System! CurrentControlSet\Services
S edgeupdate

2 Mool
[ 91 YMware Physical Disk Helpes Service

¥ VMwareCAFCommAmapListener
¥ VMwareCAPMansgementAgentHost
© YMwareCapture

) Drivers

B HKLMSystem) CumentControlSet!Services

alps

npcap
vmidmp

vm3dmp-debug

£

MsBuld
MSBuid: Provides Justn-time compl
(ot Verified) Ehicrosoft Corporat
C:¥program Fies (

o) [DESKTOP-7AISTS!

Maosoft NETIRedstist MSBuld. exe

sadmin]

£ Intemet Explorer 8 Scheduled Tasks
Description
1ps your Mic

Keeps your Microsoft software up

oft software up to date.

andslone Updater
Keeps Opera Browses Assistant up to date
Keeps Opera up to date.

Windows PowerShel

soft Edge Update Service (edgeupd
t Edge Update Senvice (edgeupd

VMware Tools: Pre
Muware Physical Disk Helper
VMware CAF AMQP Communication Ser.

VMware CAF Management Agent Service.

VMwareCapture: Enables optional screen

Intei(R) Serial 10 GPIO Controller Driver: |
Npcap Packet Driver (NPCAP): Npcap Pe.
vm3dmp: VMware SVGA 30 Miniport

v3dmp-debug: VMware SVG
mp-stats: VMware 5
m3dmp_loader: VNbware SVGA 30 Minip

VMware VMC! Bus D

re Pointing Device: VM
Muware Phy;

rvice: Ens..

D Network Providers
Services. @ Drivers

Publisher

#t Corporation
srified) Opera Software AS
{(Verified) Opera Software AS
Neried) Microsoft Windo

Verified) Microsoft Corporation

Nerfied) Microzos

(Verfied) VMware, Inc.
(Verified) VMware, Inc.
Nerified) VMware, Inc.
(Not Verified)

(Not Verified)

(Not Verified) VMware, Inc

Verified) Intel Corporation

Nerified) Insecure.Com LLC

Muware, Inc

Mware, In

VMware, Inc.

Mware, Inc.

o® Boot Execute [ Image Hijact > Applnit B Known DLLs

ft\EdgeUpdate\ Edgelpdate exe
rosoft\Edgelpdste| MicroschtEdgelpdate exe
\Program Files\Npcap\ CheckStatus bat
sadmin\AppData\LocalMicrosoft\ OneDrive\ OneDriveStandaloneUpdter.exe
admin\AppData)Loc
admin\AppData\LocallPre

Programs\Opera GX\launcher.exe
ams\Opera GXVauncher.exe

ystem32\WindowsPowerShelfiv shellexe

5 (x86)\Microsoft\EdgeUpdate\Micro
rozoft\Edgelp

EdgeUpdate. exe
softEdgelipdate exe

C\Progam Fil
Program Files
i

C2\Program Files\VMware\Vhware Took\vmtooksd.exe

Program Files\VMware\Vhware Tooks\vmacthip.exe
Ci\Program Files\VMware\Vhware Tooks\VMware CAF\pme\bin\ CommAmapListener.exe
Ci\Program Files\VMware\Vhware Took\VMware CAF\pme!bin\ ManagementAgentHost.exe
C:\Program Files\VMware\Vhware Tools\VMWareCapture.exe

Windons
C\Windo
CAWindows RIVERS\vm3dmp.5
Windows) DRIVERS\wm3dmp-debug sy
ndows DRIVERS\ym3dmp-stats.sys
Windows 2\DRIVERS\vm3dmp_losde
2\drivers\vmeis

DRIVERS\vmb

ystemi2\driversivmusbmo

tem32\DRIVERS\vnet WFP.sys

tem32\DRIVERS\vsepfitsys
32\DRIVERS\vsock.s

Fp Winlogon
Timestamp

Th Apr 112:17:372021
Thu Apr 112:17:37 2021
Vied Apr 21 1346:46 2021

Thu Nov 18 16:41:54 2021
Thu Apr 112:17:37 2021
Thu Apr 112:17:

Thu Nov 18

54:36 2018
Sat Apr 14 09:32:46 2018
Sat Apr 14.09:32:14 2018
Sat Apr 14 09:58:58 2018

Thu Nov 18 16:41:54 2021
Mon \

Sat Apr 14 10:02:02 2018
Wed Nov 29

Sat Apr 14

Sat Apr 1
t Apr 1.
Wed Nov 20 00:10:3

Mon Mar 1821:55:43 2019

Office

B Winsock Prov

Virus Total

& Print Monitors




B Autoruns -

File Search

=

Entry  User

Om PR

Options ~ Category

[DESKTOP-7A15TS T\sysadmin]
Help

| i | B8 =8 >

@ LsA Providers

B Evenything
Autoruns Entry
[Z) \MicrosoftEdgeUpdateTaskMachineCore
[5 \MicrosoftEdgeUpdateTaskMachineUA
[ \npcapwatchdag

B Logon

\OneDrive Standalone Update Task-S-1-5-21-1961932216-26321..,
)\Opera GX scheduled zssistant Autoupdate 1637272382
\Opera GX scheduled Autoupdate 1634717190

\UMwareToolsUpdater
. Senvices
B HKLM\System\ CurrentContralSet\Services
[2) edgeupdate
23 edgeupdatem

¥ VGAuthSevice
# UM3Dsenfce

& YMTools
W UMware
¥ UMwareChFCommAmaplistener

¥ UMwareChFManagementAgentHost
pture

sical Disk Helper Service

urrentControlSet\Services
(]

vm3dmp-§
vm3dmp ]
vm3dmp
vmci
vmhgfs
VMMem!
vmmous
rnrawds}
vmusbmd
VnetWFp
sepflt

# Explorer

& Intemet Explorer [= Scheduled Tasks

Description
Keeps your Microsoft software up to date.
Keeps your Microsoft software up to date.

Standalone Updater
Keeps Opera Browser Assistant up to date
Keeps Opera up to date.

Windows PowerShell

Microsoft Edge Update Service (edgeupd
Microsoft Edge Update Service (edgeupd

VViware Alias Manager and Ticket Service..

VMware SVGA Helper Service: Helps VMw...
VMware Tools: Provides support for sync.
VMware Physical Disk Helper Senvice: Ena..
VMware CAF AMQP Communication Ser..
VViware CAF Management Agent Service...
VIVwareCapture: Enables optional screen

Intel(R) Serial 10 GPIO Controller Driver: |
Npcap Packet Driver (NPCAP): Npcap Pa..
vm3dmp: Viware SVGA 3D Miniport
vm3dmp-debug: VMware SVGA 3D Minip...
vm3dmp-stats: Viware SVGA 3D Miniport
vm3dmp_loader: VMware SVGA 3D Minip.
VMuware VMCI Bus Driver: VMware PC V...
VMware Host Guest Client Redirector: Im...
Memory Control Driver: Driver to provide ..
VMware Pointing Device: Vware Pointin..
VMware Physical Disk Helper: Vhware Ph

VMware USB Painting Device: VMware Po...
VNEtWFP: Guest Introspection Network Fil..

vsepfit: Guest Introspection Driver
vSockets Virtual Machine Communicatio

NT\C

Drivers

MsBuld
MSBuid: Provides Just-n-time compli Time:
(Not Verified) EMirosoft Corporat

size:

Version:

62,080K
Wed Oct 20 01:22:21 2021
16.8.0.195

Ci\Progr . NET

exe

2 Network Providers
~ Services 2 Drivers
Publisher
(Verified) Microsoft Corporation
(Verified) Microsoft Corporation
(Not Verified)

(Verified) Microsoft Corporation
(Verified) Opera Software AS.
(Verified) Opera Software AS
(Verified) Microsoft Windows

(Verified) Microsoft Corporation
(Verified) Microsoft Corporation
d

(Not Verified) ©Microsoft Corp
(Vertfied) Microsoft Corporation
(Verified) Vware, Inc,

(Verified) VMware, Inc.

(Verified) VMware, Inc.

(Verified) VMware, Inc.

(Not Verified)

(Not Verified)

(Not Verified) VMuare, Inc

(Verified) Intel Corporation - Clien...
(Verified) Insecure.Com LLC
(Verified) Vware, Inc,
(Verified) VMware, Inc.
(Verified) VMware, Inc.
(Verified) VMware, Inc.
(Verified) Mware, Inc,
(Verified) Vware, Inc,
(Verified) VMware, Inc.
(Verified) VMware, Inc.
(Verified) VMware, Inc.
(Verified) Mware, Inc,
(Verified) Vware, Inc,
(Verified) VMware, Inc.
(Verified) VMware, Inc.

[ v
B KnownDLLs

G Apphnit

o Boot Execute 1

7 Codecs % Image Hijacks

Image Path
CAProgram Files («86)\Microsoft\EdgeUpdate\ MicrosoftEdgelpdate exe
€AProgram Files (x36)\Microsoft\EdgeUpdate\ MicrosoftEdgeUpdate.exe
€A\Program Files\Npcap\ CheckStatus. bt

e peDataL Drive\O

Jauncher.

pData\Loc

C P
¢ ppData\Loc:
c

o
Opera G
Opera GXilauncher.

CiAProgram Files (x36)\Microsoft\Edgelpdate\MicrosoftEdgelpdate.exe
C:\Program Files (x86)\Microsoft\Edgelpdate\ MicrosoftEdgeUpdate.exe

CWindows\MicrosoftNET\Frameworkod \vA.0. 30315\ SMoveHostiexe
C\Program
C\Windowssystem32\wm3dservice.exe

C:\Program Files\VvwareVMware Tools\vmtoolsd.exe
C:\Program Files\VMware\VMware Tools\macthlp.exe
C:\Program A

C:\Program
C:\Program Files\Vivware\VMware Tools\VMWareCapture exe

C\Windows\System32\drivers\ial PSSi_GPIC.sys
C\Windows\system32\DRIVERS\npcap.sys
CAWindows\system32\DRIVERS\vm3dmp sys

¢ 2\D debug.sys
C:\Windows)system32\DRIVERS\vm3dmp-stats.sys
C:\Windows)system32\DRIVERS\vm3dmp_loader.sys
CAWindows\System32\drivershvmcisys
C\Windows\system32\DRIVERS\vmhgfs.sys
CAWindows\system32\DRIVERS\vmmemct|.sys
CAWindows\System3driversivmmouse.sys
C:\Windows)system32\DRIVERS\vmrawdsk.sys
CAWindows\System32\driversivmusbmousesys
CAWindows\system32\DRIVERS\wnetWFP.sys
CAWindows\system32\DRIVERS\vsepfit.sys
C:\Windows)system 32\DRIVERS\sock.sys

0 office

B Winsock Providers
Virus Total

Fp WinLogon & Print Monitors

Timestamp

Thu Apr 112:17:37 2021
Thu Apr 112:17:37 2021
Wed Apr 21 13:46:46 2021
Thu Nov 18 13:58:11 2021
Thu Nov 410:00:11 2021
Thu Nov 4 10:00:11 2021
Mon Mar 18 21:46:56 2013

Thu Nov 18 16:41:54 2021
Thu Apr 112:17:37 2021
Thu Apr 112:17:37 2021
Thu Moy 18 15:29:20 2021
Wed Oct 20 01:22:21 2021
Fri Dec 6220303 2019
Sat Apr 1409:40:22 2018
Mon Feb 22 02:55:32 2021
Sat Apr 1408:58:52 2018
Sat Apr 1408:54:36 2018
Sat Apr 1409:32:46 2018
Sat Apr 1409:32:14 2018
Sat Apr 1400:58:58 2018

Thu Nov 18 16:41:54 2021
Mon Mar 18 21:43:38 2019
Wed Apr 21 11:58:48 2021
Sat Apr 14 10:02:02 2018
Sat Apr 14 10:02:02 2018
Sat Apr 1410:02:02 2018
Sat Apr 14 10:02:02 2018
Wed Nov 29 00:10:32 2017
Sat Apr 1409:55:46 2018
Sat Apr 1400:56:16 2018
Sat Apr 1408:56:42 2018
Sat Apr 1408:55:04 2018
Sat Apr 1409:57:32 2018
Sat Apr 14 10:00:44 2018
Sat Apr 1400:56:58 2018
Wed Nov 29 00:10:32 2017
Mon Mar 18 21:55:43 2019
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Hands on 4 — Combatting Persiste ;,e/-/'\

m Find and remove the item that is allowing the VMwareCapture to
persist
o Hint: Itis not a GroupPolicy, PowerShell Profile, Driver, Image/
File Execution Option or Startup Object :

m After you have removed the persistence
o Stop the service using task manager
o Delete the service using sc . exe deleé VMwa reCaptulke

m Restart the computer
o Isthe service gone?
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Hands on

B Evenything
Autoruns Entry

Task Scheduler
L

eUpdateTaskMachineU
npcapwatchdog

\VMwareToolsUpdater

VMwareToolsUpdater aa1k

Windows Powe Mori Mar 18 2
1

ne Updater
<ps Opera Bre
eps Ope

indows PowerShell

Publisher

Mici

(Verified) Mic

(Mot Verified)

(Verifi

(Veri

3 Drivers

(Verified) Microsoft Windows

(& Applnit

Image Path Timestamp

Thu dpr 11
Thu Apr 112:
Wed Apr 2113

[ KnownDLLs



VMwareToolsUpdater Properties (Local Computer) (B VMwareToolsUpdater Properties (Local Computer)

General Triggers  Actions Conditions Settings  History (disabled) General Triggers Actions  Conditions Settings Histor}f[disabled]

When you create a task, you can specify the conditions that will trigger the task. . . .
When you create a task, you must specify the action that will occur when your task starts,

Trigger Details Status
At startup At system startup Enabled

Action Details
Start a program CAWindows\System32\WindowsPowerShell\w1.0\powershell.exe -c "C:\U

Cancel




InstallCapture.ps1 X

wareCapture.
WareCaptur e 2 uto
ty for applications that call the Windows.Grahpics.CaptureAPI.”
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Homework Links

m Persistence — Image File Execution Options Injection
o https://pentestlab.blog/2020/01/13/persistence-image- ﬁle—l_."\_\
execution-options-injection/ [\

m \\indows Security-Log Event IDs
o https://vvvvvv'.uItimatevvindowsse;u___r__i__ty_._c_om/secu ritylog/encycl
opedia/default.aspx 3

= \Nindows Sysinternals '
o https://docs.microsoft.com/en- us/svs' ’ternals/
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Additional Resources

m Abusing Windows Management Instrumentation (Black Hat)
o https://tinyurl.com/a7jpzmsc
o https://www.youtube.com/watch?v=05MgnGwpg8

B Revoke-Obfuscation: PowerShell Obfuscation Detection (Black ha
o https://vvvvvxi.\/outube.com/vvatch?\__/ixSZeitv56xvv

m PowerShell Documentation
o https://docs.microsoft.com/en-us/powershell/
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