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Learning Goals

e Understand the difference between Server Desktop
Server Core )\
e |dentify the elements of an Active Directory syste
e (reate and configure group policy objects
e Distinguish between security grot
units |
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a. |IAM
The Domain Contxoller
Install AD Service
- Components of an AD Service
Group Policy
8. *Security Considerations
9. HW
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Windows Server vs. Client

m \Nindows Client is the tried and true Windows OS that aII
of you are familiar with 3
m \\Vindows Server is a OS designed to offer network based
services on the Windows Platform




Windows Server(s)

m \\lindows Server comes in 2 flavors

client | e mem=

o Server Core - Just a command line prompt v

m Core and Desktop have the same functionality, but
core is command based only. -

o Designed to be managed on a "headless

system" or remotely /

B Administrator: CAWindows\system32\cme exe - powershell




Privileged Accounts

m Systemis a special type of account
o Pre-existing

B Administrator account

m System has the highest privileges on the system
o User < Administrator < System

T —

Windows
whoami : nt authority\system
GetCurrent = NT AUTHORITY\SYSTEM

just sudo it




Microsoft Windows [version 18.8.18362.592]

. {c) 2819 Microsoft Corporation. All rights reserved.
* C:\Users\anthony>help
For more information on a specific command, type HELP command-name
ASSOC Displays or modifies file extension associations.
. ATTRIB Displays or changes file attributes.
BREAK Sets or clears extended CTRL+C checking.
BCDEDIT Sets properties in boot database to control boot loading.
CACLS Displays or modifies access control lists (ACLs) of files.
u CALL Calls one batch program from another.
cD Displays the name of or changes the current directory.
CHCP Displays or sets the active code page number.
CHDIR Displays the name of or changes the current directory.
CHKDSK Checks a disk and displays a status report.
CHKNTFS Displays or modifies the checking of disk at boot time.
CLS Clears the screen.
cMD Starts a new instance of the Windows command interpreter.
COLOR Sets the default console foreground and background colors.
. pOWerShe” VS Command prompt comp Compares the contents of two files or sets of files.

COMPACT Displays or alters the compression of files on NTFS partitions.

. CONVERT Converts FAT volumes to NTFS. You cannot convert the

m (Command Prompt is based on MS-DOS
COPY Copies one or more files to another location.
4 DATE Displays or sets the date.
s . DEL Deletes one or more files.
O Outd ated USUal |\/ avold USl ng DIR Displays a list of files and subdirectories in a directory.
! - DISKPART Displays or configures Disk Partition properties.

DOSKEY Edits command lines, recalls Windows commands, and
rraatac marrnc -

m Powershell ,
o Newer CLI designed for server a
o Need to find the right commands.
m Google and Microsoft documenta
friends
- o Many commands are in the \/e
u Get—V\/ebContgnt, ForEach-0bject etc.

PowerShell 7.1.3
Copyright (c) Microsoft Corporation.

| fO rmat https://aka.ms/powershell

Type 'help' to get help.

A new PowerShell stable release is available: v7.1.4

Upgrade now, or check out the release page at:
https://aka.ms/PowerShell-Release?tag=v7.1.4

4 PS /home/sysadmin> whoami
\ 7 SEET

PS /home/sysadmin=
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In Class Activity

Installing Windows Server



T orlystei

Guest OS5
£ pcfox {3 Actions - ADServerExample Compatibility: ’ N Q I '

] pngebura WMware Tools: i .
Power Edit Se‘ttlngs ADServerExample

£ radhikaj
£ sdileto Guest OS5 DMNS Name: Virtual Hardware VM Options

£ seanmanl P Addresses:

Snapshots Host:
£ shreyala cPU 0

F] sjames5 [ Open Remote Console e O ==

Memory 8
£ vasudevb 4 Migrate... Hard disk 1 40

» ] CompTestE not installed on this virt
Clone

SCSI controller O LS| Logic SAS
» [ Templates

Network adapter 1 generic-net Connected

Ly ADServerEx Fault Tolerance

Dp kaliCPTC
VM Policies
EL'P Vasukali USE controller USB 2.0

cp/ovD drive1 (1) Datastore ISO File

E‘J WikiJs Template Video card Auto-detect settings ~

s Compatibility cceon er
LSHHW virtual machine communication Interrace
Windowslng Export System Logs... SATA contreller 0 AHCI

VMCI device Device on the virtual machine PCI bus that provides support for the

> EI S}'SSEC @ Edﬂ Se‘thngs Other Additional Hardware
~ £ Templates

% [ Lockdown Ten Move to folder..

» [ SysSec Templ Rename...

I Lockdown-v10 )
Edit Notes...
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Datastores

>
>
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>
>
>
w

I FTP

] Homework Engine
1 HPEBICS

Fyus

£ Interna

] Interna

B IPA

B 1S0s

> FJBSD

» [J Linux

» [J LockdownHS
» B3] macos

» ] Routers

» ] Uploaded Templates

Contents
L=
en_windows_xp_professional_NO_PROD.

(& vmscsi-1.2.0.4 fp

& W2k3sp2_3959_usa_x64fre_spcd.iso
@ Winl0_2004_English_x64.iso0

n WIN2012DataCenter.iso

y Windows 2003 Server.iso

Windows1O_CLIENT_LTSC_EVAL _x64FRE
Us. 150

@ Windows_2008_Server.iso

» Windows_2021_09 _19.s0

n WindowsServer2019Eval.iso
WindowsServer2022Eval.iso

(& WinXPSCSIfip

Edit Settings ADServerExample

Virtual Hardware VM Options

cPU
Memory
Hard disk 1

SCSl controller O
Network adapter 1
CD/DVD drive 1+
Status

CD/DVD Media
Device Mode

Virtual Device Node

USB controller

Video card

VMCI device

4~ o
8
40

LS| Logic SAS

generic-net Connected

Datastore ISO File v Connected

Connect At Power On

[cdr-iscsil] ISOs/Windows,
Passthrough CD-ROM v

SATA controller 0 v SATA(0:0) CD/DVD drive 1 v
uUsB20

Auto-detect settings v

Device on the virtual machine PCl bus that provides support for the -

CANCEL




Windows Server: 2022

Language to mstall [English (United States)
Tirne and currency format:

Eeyboard or input method:

Enter your language and other preferences and click “Mexdt” to continue.

& Microieh Campeeption Al nghtl nedéraed “




wd Windows Setup

Windows Server- 2022

Install now

Repair your computer

& Microsoft Corporation. All rights

cnption
[Recommended) This oph
mmand prompt

Q NelDef

Diate modified




@ 5 Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this
information, which may be associated with your organization, over the
internet, and uses it to help improve your installation, upgrade, and user
experience, and the quality and security of Microsoft products and services.
Windows Server has four (4) information collection settings (Security, Basic,
Enhanced, and Full), and uses the "Enhanced” setting by default. The
Enhanced level includes information required to: (i) run our anti-malware and
diagnostic and usage information technologies; (ii) understand device
quality, and application usage and compatibility; and (i) identify quality
issues in the use and performance of the operating system and applications.

Choice and Control: Administrators can change the level of information

[A1accept the license terms -




@ % Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This opticn is only
available when a supported version of Windows is already running on the computer

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.




@ fj Windows Setup : @ i Windows Setup

Which type of installation do you want? Where do you want to install Windows?

Upgrade: Install Windows and keep files, settings, and applications Name Total size Free space Type
The files, settings, and applications are moved to Windows with this option. This option is only :
available when a supported version of Windows is already running on the computer ( ./ Drive 0 Unallocated Space 400 GB 400 GB

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

44 Refresh ﬁ Delete

€* Load driver j Extend
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Services and Processes

B Services and Processes
Common processes are instances of a program

m notepad.exe, mspaint.exe, Rocket League

m Ofteninitiated and terminated by user action

O

o Active services are persistent processes

O

m Xbox Live Game Service, Windov
m Oftenrunin the background

Services are known to the OS whether the '

or not

m Typically manage things that mak

work

:the system

P& C:\WINDOWS\system32> get-service

Status

Stopped
Running
Stopped
Stopped
Stopped
Running
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Running
Running
Running
Stopped
Stopped
Stopped

ccccccc

Name

AarSvec_517345d
AdobeARMservice
AJRouter

ALG

AppIDSvc
Appinfo
AppMgmt
AppReadiness
AppVClient
AppXSvc
aspnet_state

AssignedfccessM...

AtherosSsvc

AudioEndpointBu...

Audiosrv
autotimesve
AxInstsv

BcastDVRUsersSer. ..

nnnnnnn

DisplayName

Agent Activation Runtime_517345d
Adobe Acrobat Update Service
AllJoyn Router Service
Application Layer Gateway Service
Application Identity

Application Information
Application Management

App Readiness

Microsoft App-V Client

AppX Deployment Service (AppXSVC)
ASP.NET State Service
AssignedAccessManager Service
Atherossvc

Windows Audio Endpoint Builder
Windows Audio

Cellular Time

ActiveX Installer (AxInstsV)
GameDVR and Broadcast User Service

L



General LogOn Recovery Dependencies

Service name: AdobeARMservice

Display name: Adobe Acrobat Update Service

L
S e rv I c e s Description: Adobe Acrobat Updater keeps your Adobe software

up to date.

Path to executable:
"C:\Program Files (x86)\Common Files'\Adobe \ARM\1.Dh\amsve.exe”

m Services in Windows have a trait called a “start-up type”
o Automatic
m Starts automatically (on system boot)
o Automatic Delayed Start i
m Starts after a set amount of time
N\ ELE] A
m Needs to be manually started
o Disabled
m Service won't start unless re-enabled

14

Startup type: Automatic

Service status:  Running
Stop

‘You can specify the start parameters that apply when you start the service
fram here.

PS C\WINDOWS\system32> Restart-Service Spooler
VERBOSE: Performing the operation "Restart-Service"” on target "Print Spooler (Spooler)™.



Windows Server Services

m \Nindows Server can provide a lot of services
o Web Server
m [nternet Information Service (IIS)
o File Share Services
m Server Message Block (SI\/IB)
o Network file share / shared dri
o Network Management Services 4
m Domain Name System (DNS) | /
m Dynamic Host Configuration Prot: coI (DHCP)
o Active Directory
m |dentity and Access Management
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Identity and Access Management II-\M) \

m Authentication vs. Authorization
o Verifying users' identity (authentication)
o Granting them access to data based on their identity
(authorization) \
m |AM and the Confidentiality, Integrity, and Availability (CIA) triad
o Which of the 3 pillars of the CIA triad do@f&Al\/l support?

C

Confidentiality

The Information
Security

Triad A

Availability



IAM

m Part of the Zero Trust Security Philosophy
o Never trust that a user is who they say they are
o Always verify the user’s identity and level of access
m Multi-Factor Authentication (MFA)components:
o Something the user knows
m Password
o Something the user has
m Duo, Secondary device
+ o Something the useris
m Biometrics (Fingerprint)




QUESTIONS?

|IAM can be complicated, but



Agenda

1. Windows Systems Information
2. Install Server Experience
3. Services

a. |IAM

]

5. Install AD Service
6. Components of an AD Service
7. Group Policy
8. *Security Considerations
9. HW



Active Directory

m AD is adirectory service for Windows domain networks -
o (Controls access to each object based on user authorization
m Objects are users, computers, files, anything networked

ACTIVE
DIRECTORY

/s System maintenance

' 2nd Level Helpdesk I l

éro‘up
Active
Directory




M Database of objects in a network (Domain)
o Users
o (Computers
o Printers
o Security Groups
o More =<
B The database is hosted on a Windows Server
Controller) /4
o Domain controllers handle IAM
o The Domain Controller serves Active Directory to Windows
domain network.

lled the Domain



Domain Controllers (DCs)

m (Can have multiple Domain Controllers to have redundancy
or server load balancing

m Handles authentication requests for the domain
o May require running DNS
o Will require Network Time Protocol (NTP)
o And more! S




AD and DNS y
M AD uses DNS so that clients can locate domain controllers and -

communicate with each other.
o |P’'s can change.
o AD computer.names are unigue per domain.
m Domain controllers (that run AD) also can serve as the local AD D
DHCP server. S
o DHCP automatically assigns IPs.
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In Class Activity

Setting up static IP and DNS



ADServerinClass force US Keyboard Layout | View scre Send Ctri+Ali+Delste

Press Ctrl+Alt+ Delete 1o unloé

o) %2

Thursday, September




ADServerinClass for 5 ) cre Send Ctri+Alt+Delets

— |

| —




!p NetDef

- Windows System v ‘,/
Q o
O
Ad
L
Q]

HJll © [fype here to search



Windows Settings

Devices

ound, not

Network & Internet Personalization

Wi-Fi, a B

Accounts

Time & Language

er, high

!IJ NelDef



!j' Netngf

Status

Network status

H— :

Unidentified network
Public network

Network & Internet

Ethernet You're connected to the Internet

You're on a metered network. Some apps might work differently to
Dial-up help you save data while on this network.

o /\ Troubleshoot

@ Show available networks

Advanced network settings

ge adapter options
apter .




@ NelDef

& Network Connections

A4 & <« Network and Internet » Network Connections »

Organize v

EthernetD
Unidentified network
/4L Gigabit Network C...




4 EthernetD Status
General

Connection

Pv4 Connecﬁuityt
ot
3

IPv6 Connectivity:
Media State:
Duration:

!ﬂ NelDef

No network access

No network access
Enabled o

17:24:33

1.0 Gbps

Activity ————————————————




L]

& EthernetO Properties
Networking

Connect using:

t? Intel(R) 825741 Gigabit Network Connection

This connection uses the following tems:

- a Client for Microsoft Ne!
v :'::l? File and Printer Sharing for Microsoft Netwaorks

B8 005 Packet Scheduler
[] s Microsoft Network Adapter Multiplexor Protocol
& Microsoft LLDP Protocol Driver
¥l _s Intemet Protocol Version & (TCP/IPvE)

< >

Install... Uninstall Properties
Description

Allows your computer to access resources on a Microsoft
network.




!IJ NelDef

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Use YDUI' team num ber
(_) Obtain an IP address automatically

(@) Use the following IP address:
IP address: m

Subnet mask: 255.255.255. 0

Default gateway: 0,42, n

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 127.0 .0 . 1

Alternate DNS server:

[ validate settings upon exit




. Snipping Tocl
‘ Firefox

. Paint

E Command Prempt
. Task Scheduler
. MNotepad

F

. Firefox
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erver Manager

K Dashboard - @ | F Manage Tools View Help

Add Roles and Features

Remove Roles and Features
Dashboard WELCOME TO SERVER MANAGER o

Add Servers
Local Server Create Server Group
SENEE Server Manager Properties

DN QUICK START
i File and Storage Services P

1S

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS
Ry | S 115




Fﬁ Add Roles and Features Wizard

Before you begin

Installation Type

Server selection

DESTIMATIOMN SERVER
Concord.mothership.local

This wizard helps you install roles, rele services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing doecuments, or
hosting a website.

To remove rales, role services, or features:
Start the Remowe Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[ Skip this page by default

< Previous Install Cancel




Fﬁ Add Roles and Features Wizard

DESTIMATIOM SERVER

Select installation type Concordmoshership.ocal

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) A .
machine, or on an offline virtual hard disk (VHD).

Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.




e Add Roles and Features Wizard

DESTINATION SERVER

SElECt des’[ination server WIN-KMSA5VEDIAL

Before You Baain Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter:

MName IP Address Operating System

WIN-KMSAGVBDIA4 169.254.197.115 Microsoft Windows Server 2019 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous Next >




= Add Boles and Features Wizard

DESTINATION SERVER

SE|ECt server I’O|E‘S WIN-KMSASVEDIAL

Select one or more roles to install on the selected server.

Roles Description

[[] Active Directory Certificate Services : Active D"ecm")f Dc'ma"f' Services
[l A-tive Directory Domain Services — (AD DS) stores information about
[[] Active Directory Federation Services objects on the network and makes
[] Active Directory Lightweight Directory Services this information a'..rallable to users
Active Directory Rights Management Services and network administrators. AD DS

Device Health Attestation uses domain controllers to give
DHCP Server network users access to permitted

DNS Server resources anywhere on the network

Fax Server through a single logon process.

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

Network Policy and Access Services
Print and Document Services
Remote Access

[T] Remote Desktop Services

[] volume Activation Services

[C] Web Server (lIS)

[] Windows Deployment Services

[T] Windows Server Update Services

&
O
O
O
O
0
|
]
|
O
| B

< Previous | | Next >




f B, Add Roles and Features Wizard i’ Netnef

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Adminmistration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools]) AD D5 Snap-Ins and Command-Line Tools

W] Include management tools (if applicable)

Add Features




& Add Roles and Features Wizard

DESTINATION SERVER

S‘E‘|€Ct server roles WIN-KMSASVBDIAL
T A Select one or more roles to install on the selected server.
21ore You E—.g n

Installation Ty Roles Description

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to

[] Active Directory Certificate Services
Active Directory Domain Services

Active Directory Federation Services S
Active Directory Lightweight Directory Services manage when it is installed on the

Active Directory Rights Management Services same server as Active Directory
Device Health Attastation Domain Services. If you select the

DHCP Server Active Directory Domain Services

- role, you can install and configure

Fax Server DNS Server and Active Directory

File and Storage Services (1 of 12 installed) Domain Services to work together.
Host Guardian Service

Hyper-V

Network Policy and Access Services
Print and Document Services
Remote Access

Remate Desktop Services

Volume Activation Services

Web Server (IIS)

Windows Deployment Services

[[] Windows Server Update Services

Confirmation

vl
L]
L
O
O
L]
L
L]
(]
L]
L
L]
L]
O
O
L]
O
L]

< Previous | | Next »




[z Add Roles and Features Wizard w N e t D ef

Add features that are required for DNS Server?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Bemote Server Administration Tools

4 Rale Administration Tools

lools] DNS Server Tools

[¥] Include management tools (if applicable) -'h

‘- iAddFeaturﬁH Cancel |




B Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type Roles

Jer Se

DNS Server

Confirmation

O
[+
0l
C
0
|
Ll
¥
0l
[m]
0l
O
0l
C
0l
O
il
O
0l
O

Select one or more roles to install on the selected server,

Active Directory Certificate Services

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Violume Activation Services

Web Server (IIS)

Windows Deployment Services

Windows Server Update Services

DESTINATION SERVER
WIN-KMSASVEDIAL

Description

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active szctl::‘r)-I
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

< Previous | | Next >
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Bz, Add Roles and Features Wizard

l Validation Results

The validation process found problems on the server to which you want to install features. »
Click Continue to install the selected features anyway, or c ancel to select different
features.

Validation

Results Server

(~) A WIN-DSLG6096EGTA

Mo static IP addresses were found on this computer. If the |P address changes, clients
might not be able to contact this server. Please configure a static IP address on this
computer before installing DMS Server.

- | Cancel




Q NetDef

DESTINATION SERVER

Select features WIN-T1AS4RBBLEM

Select one or more features to install on the selected server.

Features Description

i [] .NET Framework 3.5 Features Grqup Poliq Management is a

i W] .NET Framework 4.8 Features (2 of 7 installed) SEOIAE SMcrast Mg sHiEr
Background Intelligent Transfer Service (BITS) C.onsole (MMC) sn.ap-ln providing a
BitLocker Drive Encryption single a_dmumstratwe-too\ for
BitLocker Network Unlock managing Group Policy across the
BranchCache enterprise. Group Policy

Client for NFS Management is the standard tool for
Containears managing Group Policy.
Data Center Bridging

Direct Play

Enhanced Storage

Failover Clustering

Host Guardian Hyper-V Support

170 Quality of Service

IIS Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

LPR Port Monitor

Confirmation

J00000ROCOO0O000000




= Add Roles and Features Wizard

Active Directory Domain Services

WIN-KMSASVEDJAL

Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices

on the network. AD DS helps administrators securely manage this information and facilitates resource

Installation Type sharing and collaboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network, If you do not have a DNS server
—— installed, you will be prompted to install the DNS Server role on this machine.
NS Server

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and

access management, securnity reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

< Previous | | Next >




e Add Boles and Features Wizard

DNS Server

Before You Begin

Installation Type

Confirmation

DESTINATION SERVER
WIN-KMSAGVEDIAL

Domain Name System (DNS) provides a standard method for associating names with numeric Internet
addresses. This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

* DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

< Previous | | Next >




F= Add Roles and Features Wizard

Confirm installation selections oot

WIN-KMSASVEDIAL

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Ty [] Restart the destination server automatically if required d———'——'—_———__

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
DNS Server Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directery Administrative Center

AN NS Snanlnr and Cammand.l ina Tanle

Export configuration settings
Specify an alternate source path

Install
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B Add Roles and Festures Wizard

To install the following roles, role sen or features on selected server, click Install.

[¥] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these k Previous to clear
their check box

If a restart is required, this server restarts automatically,
without additional notifications, Do you want to allow S
automatic restarts?

Group Policy Management

2 Remote Server Administration Tools
Confirmation

Role Administration Tools
DNS Server Tools

-'_‘_‘———.__h AD DS and AD LDS Tools
Yes No Active Directory module for Windows PowerShell

AD DS Toals

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Install



-,;; Add Roles and Features Wizard

1 . y DESTINATION SERVER
Installation progress

WIN-KMSASVBDIAL
View installation progress

o Feature installation

Configuration required, Installation succeeded on WIN-KMSAGVEDJA4

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
DNS Server Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings




[ Server Manager

o &

Server Manager * Dashboard 161 I'A Manage  Tools - Help !Netnef

j, Post-deployment Configuration

Dashboard WELCOME TO SERVER MANAGI

Local Server i

All Servers Promote th to a domain c:vrutr:llero
AD DS

o Feature installation
DNS

File and Storage Services P figurati
and Featu

ke el Task Details

LEARM MORE

-

Roles: 3

ROLES AND SERVER GROUPS

i§l ADDs

@ Manageability Manageability
Events Events
Services Services
Performance Performance

BPA results BPA results

]
¥

0 : 451 AM .
= e ™ ﬁ:‘a‘ A~ T Qx g3, L



f& Active Directory Domain Services Configuration Wizard

+ = - TARGET SERVER
Deployment Configuration WIN-KMSAGVBDJA4

Deployment Configuration )
= Select the deployment operation
Domain Controller Options = : o :
) Add a domain controller to an existing domain

Additienal Options Add a new domain to an existing forest

® Add a new forest

Specify the domain information for this operation

Root domain name: o team99.local |

Use your team number

More about deployment configurations




fzs Active Directory Domain Services Configuration Wizard

Domain Controller

Additional Options
Faths

SVIEW

Options

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016

Domain functional level: Windows Server 2016

Specify domain controller capabilities

o' Domain Name System (DNS) server *

7| Global Catalog (GC) <{am
Read only domain controller (RODC)

Type the Directory Senices Restore Mode (DSRM) password

Password: seaBEEEEES

Confirm password: |ssssssnass

Make password: Change.me!

More about domain controller options

¥

<Previous | | Next> |

TARGET SERVER
WIN-DSL6096EGT4




f& Active Directory Domain Services Configuration Wizard

. TARGET SERVER
DNS Opth ns WIN-KMSAGVBDJA4

| § A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more » |

Deployment Configuration ) ) ]
Specify DNS delegation options
Domain Controller Options
Create DNS delegation
Additicnal Cptions
Paths

Review Options

Meore about DNS delegation




f& Active Directory Domain Services Configuration Wizard

i - TARGET SERVER
Additional Options WIN-KMSAGVBDJAS

yeployment Configuration ! : ; L
’ Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options
The NetBIOS domain name: TEAM99

Prerequisites Chack

More about additional options




& Active Directory Domain Services Configuration Wizard

Path TARGET SERVER
atns WIN-KMSAGVBDJA4

Deployment Configuration : :
Specify the location of the AD DS database, log files, and 5YSVOL

Domain Controller Options
_ Database folder: CAWindows\NTDS
DNS Options

Additional Options Log files folder: CAWindows\NTDS

SYSVOL folder: CAWindows\SYSVOL

Review Options

Prerequisitas Chack

More about Active Directory paths

< Previous || Next >




Fﬁ Active Directory Domain Services Configuration Wizard

R . , O 4+ TARGET SERVER
eview Uptuons WIN-KMSABVBDJA4

Deployment Configuration Review your selections:

Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest.

DNS Options The new domain name is "team99.local". This is also the name of the new forest.

Additional Options
TR ik The NetBIOS name of the domain: TEAM99
Paths

Forest Functional Level: Windows Server 2016
Prerequisites Check Domain Functional Level: Windows Server 2016
Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell scnipt to automate

additional installations

More about installation options




[ Active Directory Domain Services Configuration Wizard X

.. TARGET SERVER
Prerequisites Check WIN-KMSA6VBDJA4

| @ All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration - ) . : N :
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer

DMS Options

Rerun prereguisites check

@ View results
1

Additional Cptions

Windows Server 2019 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPvb are enabled for a network
adapter, both |Pv4 and IPv6 static IP addresses should be assigned to both IPvd and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

I If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites




Break

10 mins
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Active Directory - User Objects

m \\Vhat people authenticate against when they sign on  [eorsarosere:
B Stores information on user
o Username

Display name

Emalil

Phone number

Address

Location in organization

Password (hashed)

@ o O O O
i/




m AD controls permissions

©)

O O O O O

m Map drives to computer (Network drives)

@)

B Folder redirection

File and folder access
VPN access

Password management :
Active account \
Access control [To—
Ability to control total network actess

UB uses this as well. Log into a ub com

F/

see an S: drive. : /4



o UB has about 50,000 users on |t5 main domain
B Security issues:
o What happens when we need.to change permissions on even
single student (~30K)
o \What happens when someone leave

/\



MName Type Description
¥ Administrator User Built-in account for ad...
Allowed RO... Security Group... Members in this group c...
3 Cert Publish.. Security Group... Members of this group ...
. - Security Group... Members of this group t...
| Security Group... Members in this group c...
Actlve D I recto rv — G ro u ps i \dmi Security Group... DNS Administraters Gro...
... Security Group... DNS clients who are per...
i Securnity Group... Designated administrato...
o i in Co... Security Group... All workstations and ser...
m Groups are a special “folder” : Secasity Group.—. Al doraain conlsolles .

. Security Group... All domain guests

o (Objects can be put in groups B bees Secorty G A doma o

o He'DS keep Organized nterprise K. Security Group... Members of this group ...

o (an assign settings to groups: Damain Adrins Prperi

o Acts similarly to users i el 1 e it
configuration <

o Manage every user at once
that in the group

EE, nterprise A... Security Group... Designated administrato...




North America
Division

Name: Jon Pestinger
Email: Jon(@company.com .
Department: Marketing M k
arketing
Title: Technical Writer



mailto:Jon@company.com

Active Directory - Nesting

m (an put groups in groups
m Starts to get real complicated real dang fast
m |ayout organization before building AD
o Build domain based on network layout and permissions
o Doesn't always look like your organization's hierarchy chart
m Should the CEO have admin écces%etwork Admin?
Why? ‘
B | eads to group inheritance




Active Directory - Inheritance

m Think of trickle down theory
m Sub groups (children objects) inherit permissions from
group above (parent object)

m Users in a group, within another group, will get settings
placed on top level group

——u




NoYg 2 WAV 1 [=] g [or=

Division

T —

Name: Jon Pestinger
Email: Jon@company.com . .
Department: Marketi S
SR Marketing ervice
Title: Technical Writer



mailto:Jon@company.com

Active Directory - Computers and
m | ike users, devices can also be managed by AD
o E.g., computers, printers, other servers
m Control who gets to log-on
m AD allows for cross-device permissions
o Have certain‘computers access certain printers




|

| |
| i - ""Il
NE - =/

Computers Network Share Printers

Marketing

MName: John Doe

Email: john@company.com
Department: Marketing
Phone: -123

Title: Technical Writer




Active Directory — Organizational

m e want the SEAS Students get a picture of Davis as their
background. p
m The SOM Students get a picture of Jacobs as their background.
m Are the backgrounds an IAM issue?
m How can we solve this problem?
o What disadvantage is there to makingf
security groups?

iple brand new




m Organizational Units (OU) are used to organize Active Directary soit's edsier to manage.
m Differ from Security Groups i
o Security Groups are going to be IAM based!
m Access control, membership.

o QUs are for...
m Administrative control =~
m Hierarchy (for organizational control)
m  Group policy management |
M You can't be in more than one OU at the sam evel ‘
m OUs cannot be security-grouped together. They are not objects. They are nat groups:

-




NoYg 2 WAV 1 [=] g [or=
Division

Marketing and Sales OUs -
have separate policies and Ma rketl ng
administrative controls




Confused? TL:DR so far:

Domains control networks <8
Organizational Units (OU's) are collections of things (ObJECtS) 4
Groups also contain objects

Groups can go in groups

Children objects inherit permissions from parent objects
Everything is inherited top to bottom =




Active Directory - Trees

Group Policies

m (ase study: Microsoft Corporation n

Users

M Active Directory: shares
o Domain — database objects, users, computers...

o Domain Tree — collection of domains sharing
contiguous DNS namespace
B Each subdomain can be used to further organize the
objects associated with Microsoft
m \Ne use trees to help with the logical manageme f
the domain
m Maintains 5SSO + trust relationships

5 Servers

support.microsoft.com dev.microsoft.com



Active Directory - Forests

microsoft.com

Domain forest

= Multiple Trees can be

managed together
o This hierarchy is
called an AD Forest.

M A forestis a collection of
one or more domain
trees.

B As soon as you make a
domain, you also have a
tree (of 1 domain) and a
forest of 1 tree

LinkedIn.microsoft.com xbox.microsoft.com

dev.LinkedIn.microsoft.com support.xbox.microsoft.com

biz.LinkedIn.microsoft.com live.xbox.microsoft.com

Do maln ires




QUESTIONS?



Break

Please return in 1



Agenda

1. Windows Systems Information
2. Install Server Experience
3. Services

a. IAM
Active Directory /
Install AD Service
6. Components of an AD Service

o F

8. *Security Considerations
9. HW



AD - Group Policy Objects

m Group policies are settings that can be enforced on an entire doma|
m Example: We vvant all desktops to have a certain background

the object level
o If a higher policy exists, the hlgher policy is enforced

Many user resulls Many desktop and server results



Group Policy Examples

m (an be used to force any setting on objects/groups/OUs in AD
B Pretty much anything you can think of
B Security
o Password policy
o Powershell transcription
o Set firewall policy
m Functional '
o Mapped network drives
o Sleep settings
o Remote desktop access
o Windows Update timing
M Appearance
o (Change background
o (Change cursor

(s 3 = = = g :
QQ' @ » Control Panel » Systern and Security » Windows Firewall

Control Panel Home




Group Policy Key Terms

m Enforced
o (an not be overwritten by other policy
m Linked
o Link policy tosspecific OU
- Filtering ’
o (an choose to apply Group policy to
criteria
| m <8GBRAM
m Group Policy Object (GPO)
o Asetofrules that can be applied to any obje




Multiple Group Policies

'3k Group Policy Management

m Can have many sets of policies & Fle Adion View Window _Fielp

m Helps keep network organized _
] 'S lﬁ:rnznup Policy Management PasswordPolicyGPO
N D”Cferent |’U|€S fOI’ eaCh v b Forest team22.local
v 55 Domains
department or group
. . . ;] Default Domain
L Group pO|ICIES can be appIIEd -5!. DEE-k‘tE'FEECkIQF'Z The following sites, domains, and Olls
to any domain object N a8 Passwordpolicy
Zf aiy PowershellTrans
o Users, Computers, Groups,

Scope  Details Settings Delegatio
Links

Display links in this location:

v 3 teamlllocal

Location

| AdminWorkstat j:j team 22 local

- I = 1 Wilin Camma
2 | Domain Contro 2 | WinServers
OUs 57 TestKevin 3] Win3ervers
/ 4 2| WinServers

_.-.r'- Gro up P I:I|ic'_-,.- ot
+ WMI Filters
5] Starter GPOs
[ Sites
“F9 Group Policy Modeling

.« Group Policy Results




u [ [
File Permissions
Seourty
COhbject name: Chinetpubswwwroo

M (Can be set onindividual files, folders, network
shares, hard drives

Group or use

m Can specify who has read, write, or modify
p e rm | S S | O n S To change pemmissions, click Edit.
m File permissions can be inherited from Pemissions for IUSR

~ ) Full control

containing folder
Ex) Can share whole folder instead of every ﬁle“ |

Can be set using group policy and Active | / e
Dlrectorv . /,, ,::F:: E_::HTIHI ons or advanced settings, T




Tasks can be
easily delegated

Group Policies applied
to Users, Groups or
Organizational Units

/ \

\

Michael
Auditi
Can reset Full Control : D;ttér&;r;d
i s - Start
passwords \ / Richard Startup and oy Sort
\ Manage e \ Cnmpu!;er =
’ == ok N Configuration b,
pnnters = Desktop \ =
L Settings User
i - Configuration
Modify group Computer : 2
membership Configuration _"1: / Group Palicy 2
i Configuration // |
” ! 5 Group Policy 1 \
/ / f \

L
o G A
As}ﬁ ///// ;o A
o Rl S [\
'R ‘ 27 g G Eod
pat b o il ed-N-W- W |
o g = : = — |.=_=| ﬁ

r—
(D
(=}
]
=
o

gy e

Organizational unit

Workstation

Group

Printer

Share

Policy



Agenda

1. Windows Systems Information
. Install Server Experience
Services
a. |IAM
Active Directory /
Install AD Service
- Components of an AD Service
Group Policy

w N

N o Ut

O

HW



PowerShell Execution Policies !

B Controls the conditions under which PowerShell loads con

runs scripts. ﬂ/

o Helps prevent execution of malicious scripts
' PS /home/sysadmin> Set-ExecutionPolicy RemoteSigned

o (an help to mitigate yourri
{ N




PowerShell Transcription

B Transcription is a method of logging PowerShell activity

LIUICK access

| PowerShell_transcript HAWKEYE MeP _pR...

. \N h \/ WO U | d We d O th i S? B Desktop | PowerShell_transcript. HAWKEYE. ntKLw15.

¥ Downloads | PowerShell_transcript HAWKEYE.OnrOy3.

N N Ot en ab | e d b\/ d Efau |t 7] PowerShell_transcript HAWKEVE.C .20200914184515 - Notepad

File Edit Format View Help

-

O Needs tO be enabled b\/ group p0||C\/ Windows PowerShell transcript start
Start time: 20200914184515
Username: NIMITZASYSTEM g
RunAs User: NIMITZ\SYSTEM
Configuration Name:
Machine: HAWKEYE (Microsoft Windows NT 10.8.17763.8)
Host Application: powershell.exe
Process ID: 5724
PSVersion: 5.1.17763.1@@7

PSEdition: Desktop

PSCompatibleVersions: 1.8, 2.8, 3.8, 4.8, 5.8, 5.1.17763.1@@7
BuildVersion: 10.0.17763.1007

CLRVersion: 4.0.30319.42000

WSManStackVersion: 3.8

PSRemotingProtocolVersion: 2.3

S»CommandInvocation(Qut-String): “"Out-String”
ParameterBinding(Out-5tri name="InputObject"”; value="Attempted to perform an unauthorized operation.”
New-ItemProperty : Attempted to perform an unauthorized operation.
At line:1 char:1 \
+ New-ItemProperty -Path '
PR

+ CategoryInfo : r L_MACH. ons\Extensions:String) [Mew-ItemProperty],

UnauthorizedAccessException
+ FullyQualifiedErrorId : System.UnauthorizedAccessException,Microsoft.PowerShell.Commands.NewItemPropertyCommand

New-ItemProperty : Attempted to perform an unauthor d operation.
At line:1l char:1
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. Install Server Experience
Services
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y
S

w N
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Further Reading

What is IAM?
MS Docs: Understanding AD
MS Dacs: Powershell Referh@e



https://www.cloudflare.com/en-gb/learning/access-management/what-is-identity-and-access-management/
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc781408(v=ws.10)
https://docs.microsoft.com/en-us/powershell/

Homewor



Summary and Wrap-up

Today's achievements: <
m \\e identified the difference between Server Desktop an_hdaS\:
m \We configured a domain controller |
m \\e identified the differences elements of a domain system
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