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Database Security…            Tim Mongan; Nov. 9, 2023

 Context: the Big Picture

 User Access

 Audit Trails

 Encrypting Data At-rest

In-Scope: corporate user access via on-premise applications and 
databases.

Out-of-Scope: Internet user access, e.g., .com, Cloud computing, 
Privileged access, e.g., DBAs.
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Scope Illustrated…
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Databases in Corporate America over the years…

 1980s: IT activities highly centralized via IT dept. though business units begin to 
gain some decentralization via desktop PCs and LANs, e.g., word processing, 
spreadsheets, databases, e.g., Dbase, Rbase, FoxPro.

 1990s: Hybrid IT with a semi-centralized IT dept. and business units gaining more 
decentralized control of  their IT activities.

 Mid-to-late-90s: introduction of  WWW and Corporate Internet access greatly 
increases corporate concern over controls of  corporate data and access to the 
Corporate network causing return of  highly-centralized IT activities.

 2000s: highly centralized IT activities are firmly re-established.

 2010s-to-today: centralized control of  IT systems and data increases.

 Net result today for controls over applications, databases, and data: highly-
centralized under IT dept. controls. Local business unit’s acquisition, 
development, and maintenance of  databases, e.g., MySQL, MS Access, and the 
data they contain seldom allowed, because IT dept. does it all. 
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IT Security Functional Org Chart…
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Name the Three Most Popular Database Products…
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Database Words…

 Online Transaction Processing (OLTP) applications
 Data Warehouse applications
 Principals, Securables, Permissions
 Database 
 Database Instance
 Database Administrator (DBA)
 Data Center
 Structured Query Language (SQL)
 Tables
 Schema
 Authentication
 Authorizations
 Directory Service, e.g., MS Active Directory
 Role-based Access Control (RBAC)
 Java Database Connection (JDBC)
 Single Sign-on (SSO)
 Service Accounts
 Encryption of  Data at-rest
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Databases are all about Tables…
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Each tables contains a category of  data…
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Table Columns = fields and Rows = records…
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The Schema defines relationships between tables…
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Database Security Requirements under PCI Standard…
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User Access to Database via Applications Only…
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Java Database Connection (JDBC)

JDBC is a database access solution that enables you to connect a Java 
application to a database and run SQL statements and queries to the 
database. 
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JDBC defined…

 The Java Database Connectivity (JDBC) standard is used by Java applications to 
access and manipulate data in relational databases.

 JDBC is an industry-standard application programming interface (API) that lets 
application developers access a relation database management system (RDBMS) 
using Structured Query Language (SQL) from Java applications. 

 Each database vendor implements the JDBC specification with its own extensions 
hence you must deploy a JDBC driver specific to the database product you are 
connecting to.
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How do Enterprise Users Connect to and Access a Database?
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The Technology Stack in words…
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Active Directory Groups…
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Application Access is based on People’s Jobs, i.e., Role…
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The Wrong and Right way to grant access to Databases…
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Role-based Access Control (RBAC)…
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Single Sign-on (SSO) applied to Database Access…

 Databases are commercial off-the-shelf  software (COTS) products that by default 
are separate and independent of  Corporate Directory Services, Applications, and 
other Access Control mechanisms.

 Hence the default state of  a database is that no user access is available until 
app/database developers design and deploy a user access solution.

 Because all user access to databases must occur via applications that users 
access after accessing the Corporate Directory Service, e.g., MS Active Directory 
(AD), the most efficient solution is to leverage AD authentication and authorization 
controls for database access.

 AD is a directory service that stores user, group, and other information (objects). 
In addition to storing and managing objects, AD also provides authentication, 
authorization, group policy administration, and more.

 AD identities and groups can act as pass-thru solutions to the application and it’s 
connected databases for user identities and roles; hence, greatly minimizing the 
volume of  identity and access management (IAM) tasks required for users to 
access applications/databases.
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Database Connectors and Service Accounts…

 A Service Account is a ‘user’ loginID and password that is entered once by an 
administrator in one software system’s configuration that allows it to access 
another software system automatically, e.g., an application accessing a database 
via JDBC.

 The Service Account acts as a catch-all ‘proxy’ login for all application users 
accessing the database; hence, application database access is invisible to 
application users.

 Two security concerns with this…

1) Lose of  user’s identities

2) Account take-over
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A config setup page for JDBC to the database…
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Knowledge-check…

 See Word doc…
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User Audit Trail Requirements under PCI Standard…
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More Specifically…



2727

Audit Report: with no user identity…
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Audit Report: with user identity…
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Capturing AD identities in Oracle database audit trails…

We can access an end-user’s Active Directory (AD) Distinguished Name (DN) via SQL.

You can add the association of the end user’s identity with any auditable database 
action in the Oracle audit trail by simply calling the PL/SQL procedure 
DBMS_SESSION.SET_IDENTIFIER as shown in the following example:

DBMS_SESSION.SET_IDENTIFIER(SYS_CONTEXT('userenv', 'external_name’));

This call to DBMS_SESSION can be included in an Oracle database logon trigger. 
Once this is done the CLIENT_ID column of the DBA_AUDIT_TRAIL view will be 
populated with the DN of the enterprise user.
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AD Distinguished Name defined…
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What the AD DN can tell you…
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Encryption of  Data at-Rest: two methods…

1) Storage device encryption: automatic encryption of all writes to the 
device and automatic decryption of all reads from the device. Occurs at 
hardware-level of storage equipment, invisible to application end-users 
and user administrators.

2) Encryption of data contained in databases: encrypt selected 
columns/rows in tables. Automatically decrypts when ‘authorized users’ 
access data in tables.

 What good does this do as a security access control over data contained 
in databases?
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Encryption at-rest under PCI Standard v3.2.1…
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More Encryption at-rest under PCI Standard v3.2.1…
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Encryption at-rest under PCI Standard v4.0…
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Knowledge-check…

 See Word doc…
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Database Security: summary…

User Access

Audit Trails

Encrypting Data At-rest
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