The 1,000 Mile Overview of Cybersecurity
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Management Occupation-Specific
Competencies Requirements

Tier 5 - Industry-Sector Functional Areas
Security | Operate and | Protect and 3 e wﬁnam ’ - Oversee

Provision | Maintain Defend Investigate Analyze y
2 Threats Operate Cyber- | Information | Cybersecurity
System | IT Security | From Threats iy P Work ’

Tier 4 - Industry-Wide Technical Competencies

i Information Risk
Technology Assurance Management

Incident
Detection and Remediation

Tier 3 - Workplace Competencies

Planning & Creative

Problem Solving Working with
Teamwork Organizing &

Business
o Tools &
Thinking Decision Making Technology Fundamentials

Tier 2 - Academic Competencies

; Critical &
Reading Writing Mathematics Science Communication Analyt:c Thinking

Tier 1- Personal Effectiveness Competencies
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== Security Architecture scan 4th Party Risk
NIST ISO/IEC
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PAM 1AM
3rd P Risk
( certification ) Framework H
z and Stanards .
: CRisk Assessment)------‘-CPenetration tesls) ........ { Blackbox )
BCP DR
Industry Specific
Detect Protact
— - Federal
Governance Laws and Regulations
/ L : State

Prevention q "
Security Operation

I Audit —— —
Threat Intelligence
SIEM Tev———
Vulnerability Data Leakage
( Intel. Sharing )

Company's Written Supervisory Procedures (WSPs)

soc

C li & Enfo

Management
Breach Notification —_— Policy '
Guidlines

Incident Response
User Education

Containment Investigation Procedure Standard

Eradication ( Training (new skills) Awareness (reinforce)



IT Certification Roadmap SInsirmsnismemmmisimmes: ComgTIA

Certifications validate expertise in your chosen career.
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Computer literacy certifications validating end user skills include IC3 and ECOL/ICDL Updated /3016



‘Creating INFINITE Career Opportunities

Career Guide - IT Services

Career Map for Information Security
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How Did We Get Here?
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CSE Uplink

Red Team Net
192.168.0.1/20

Team X Network
192.168.253.XX/30

Blue Team Net
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Team X Network
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Internal Network #1
10.X.1.0/24

Internal Network #2
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Failed vCenter Logins a few seconds ago Top Blocked IPs a few seconds ago Top Blocked Interfaces a few seconds ago
& Value % Count Value % Count
Top values Top values
128.205.44.129 33.94% 167 bee1 53.66% 264
fe80::250:56ff:fea3:3899 15.24% 75 igb0 27.64% 136
> 0 128.205.44.155 13.82% 68 bridge0 13.82% 68
fe80::250:56ff:fea3:3421 10.37% 51 igb3_vlan115 4.88% 24
vCenter Logins a few seconds ago e *
Others
Value % Count fe80::250:56fffea3:43d8 3.05% 15
Top values fe80::250:56ff:fea3:4f4b 3.05% 15
stefanja 27.78% 5 fe80::f49f:b00F:2489:4348 2.44% 12
jamesdro 22.22% 4 fe80::417:15f:4e33:8¢85 2.44% 12
sjames5 16.67% 3 180.97.161.227 0.61% 3
peterfow 11.11% 2 218.60.112.227 0.61% 3
acsiracu 11.11% 2 218.60.112.224 0.41% 2
Others 128.205.159.69 0.41% 2
abitar 5.56% 1 218.60.112.225 0.41% 2
CDR-VCENTERTS$ 5.56% 1 180.97.161.226 0.20% 1
218.60.112.226 0.20% 1
271420 R4 0N 200% 1



Vsphere and our Environment
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An MBA and two
CSE students walk
into a server room...
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https://docs.google.com/file/d/0B0EEpCFpuLxSSTdISTFNWkdDbXc/preview
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How to Access our Stuff

1. Fill out the Attendance Survey

a. www.ubnetdef.org/attendance

2. Download Mattermost and Sign In
a. https://chat.ubnetdef.org

3. For Windows Users:
a. Download vSphere from ubnetdef.org/vsphere

4. For Mac Users:
a. Download VirtualBox from http://download.virtualbox.orqg/
b. More Instructions to Come

5. For Off-Campus Access:
a. Download Cisco VPN from UBIT
https://www.buffalo.edu/ubit/service-guides/software/downloading/windows-software/managin
g-your-software/anyconnect.htmi
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