Basic Concepts: 1,000 Mile Overview
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Management Occupation-Specific
Competencies Requirements

Tier 5 - Industry-Sector Functional Areas

Security Operate and | Protact and ”G‘ﬁam An

Provision | Maintain Defend s e . :
Threats Operate Cyber- | Information | Cybersecurity ’
System | IT Security | From Threats iy B ok

Tier 4 - Industry-Wide Technical Competencies

Incident Incident Response
Assurance Defection and Remediation

Technology

Management

Cybersecurity ’ Information ‘ Risk

Tier 3 - Workplace Competencies
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Tier 2 - Academic Competencies
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Tier 1- Personal Effectiveness Competencies
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VIRTUALIZATION

And connecting to remote resources



Deloitte.

Are you ready to hone
your business acumen
and cyber skills?

Compete in the Deloitte Foundation
Cyber Threat Competition*.

First Round: September 19 at 9:00 AM EST - October 6 at 5:00 PM EST
Final Round: November 10 - 12 at Deloitte University

*See Official Rules at www.deloitte.com/us/getyourhackon



Don't delay: learn about the Deloitte Foundation
Cyber Threat Competition Today!

The Deloitte Foundation sponsors the Cyber Threat Competition as a fun and innovative way to pique

the interest of students like you who are interested in cyber security and are exploring what a career in
professional services may look like.

Every day, our Deloitte Advisory Cyber Risk Services professionals help complex arganizations more
confidently leverage advanced technologies to achieve their strategic growth, innovation, and performance
objectives through proactive management of the associated cyber risks.

If you want to:

Advance your cyber knowledge and understand how cyber risk is affecting enterprises in
today's digital economy

Test your skills working with top Deloitte Advisory professionals from across the country
Learn about one of the world's leading professional services firms

Then find out how the Deloitte Foundation Cyber Threat Competition can help you.
To learn more, visit www.deloitte.com/us/getyourhackon

As used in this document, “Deloitte” means Deloitte LLP and its subsidiaries. Please see www deloitte com/us/about for 3 detailed description of the legal structure of
Deloitte LLP and its subsidiaries. Certain services may not be available to attest clients under the rules and regulations of public accounting.

Copyright @ 2016 Deloitte Development LLC. All rights reserved.



Join Deloitte for a Cyber Threat Competition Information Session
Mondayv, Sept. 12,6 -7:30 p.m. in Knox 4
RSVP in BizLink |Events | Information Sessions




https://www.youtube.com/w
atch?v=08JXICYNuDo
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SYSTEM RESOURCES

Memory (RAM
Storage (HDD
Processor (CPU

Etc.

1% Task Manager

File Options View

Processes Performance App history Startup Users Details Services

Name

Apps (9)
€ Google Chrome (32 bit)
m Microsoft PowerPoint
[ Microsoft Word (2)
6 skype (32 bit)
“4 Snipping Tool
Sticky Notes
12 Task Manager
& VpxClient (32 bit)

1 Windows Explorer

Background processes (76)

3DPrintService

] Adobe Acrobat Update Service ..

[= Application Frame Host.

Fewer details

56%
CPU

0%
0%
0%
0.2%
0.5%
0%
0.2%
0%

1.5%

0%

0%

0% |

76%

Memory

46.7 MB
101.7 MB
70.5 MB
7.5 MB
1.4 MB
0.8 MB
114 MB
1.7 MB

189 MB

0.1 MB

0.1 MB

20MB

2%
Disk

0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MBYs
0 MB/s
0 MB/s

0 MB/s

0 MBYs

OMB/s

0%
Network

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

0 Mbps
0 Mbps

0 Mbps




Whats a Virtual Machine? (VM)

e Computers within computers
e All running on same set of resources

e Can do different things at the same

time

e (Can run multiple VM’s on one set of
hardware
e VM's typically run on virtual hard drive —

o Can easily transfer
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BENEFITS OF VIRTUALIZATION?

Security: Separate applications from
interfering with each other

Testing: Open unknown, potentially
malicious files

Learning: Try out new programs
without having to worry

Resource optimization: Use what you
have more efficiently

Many more!

Would you rather fight 100 desktop sized
servers or 1 server sized desktop?



So How Does Virtualization Work?

Hypervisor!!
vmware -- Microsoft
ESXI . . Hyper-V

P VirtualBox

VMware Fusion



So How Does Virtualization Work?

Hypervisor
e Fancy word for software

that runs at the OS level to ' 1
manage VM'’s ﬂ

e Type1vs Type 2 : =

e EXx) Thin clients
o Used at all libraries on
campus Hard
o Spin up VM at login

Type 1B
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Clustering

| General
e One server to rule provwmmmrpen | Sphere DRS: v
—___ vSphere HA: Off
them all VMware EVC Mode: Intel® "Merom” Generation |
e Ability to manage 'Emec srmacee | Total CPU Resources: 112 GHz . cm;i
H . B cdrvms.cse,| Total Memary: 159,96 GB -
multiple hypervisors at 3w | Total torage ot :
Once B cdr-vmid.cs 2
. @ cdrvmises| Number of Hosts: 5 2
e Combine resources 3 weme | Total Processors: 40 ;
e Redundanc oo :
y g ‘jf:"”ii'“' Number of Datastore Clusters: 0 ;
E | Total Datastores: T i
mwa re Virtual Machines and Templates: 56
S h Total Migrations using vMotion: 0
V are
p - |
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@ VMware vSphere Client >

vimware

VMware vSphere”

Client

@ All vSphere features introduced in vSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
vSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0,

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,

IP address [ Name: |cdr-vcenter1.cse.bl.lffalo.cd.l LI

User name: |usemame

Password: I::::::t:l

™ Use Windows session credentials

Login Close




Ubnetdef.org/vcenter

Server:
cdr-vcenterl.cse.buffalo.edu

Username:



